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ABSTRACT

The Navy Regional Data Automation Centers (NARLCACS)
Lecame a Navy Industrial Fund (NIF) activity on 1 Cctoter
1983. This change requires that NARDACs bill customers for
all data processing (DP) services provided. The impact of
the change to NIF accounting on tke evaluation of management
performance is addressed within the context of the defined
control structure. The purpose of this thesis is to present
rackground informaticn on the NIF concept, NARDACs, and
operational audits, and to provide general recommendaticas
for the design and arprlication of operational auditing for a
NARDAC. It is also to discuss benefits to be derived by
managers of a NARDAC examined by an operational audit. A
guide for rerforming an operational audit of a NARDAC is
outlined.
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I. INIRODICTION

A. GENERAL

In an attempt to understand the environment in which the
Navy Regyional Data Automation Centers (NARDACs) operate, it
is essential to examine the fundamentals of the business of
managing information services in general. This reguires
taking a wider view of computers, information resources
management, aand the events that led to the formation of the
Naval Data Automaticn Command (NAVDAC). A review of the
factors leading to the establishment of NAVDAC as a Navy
Industrial Fund (NIF) activity is also necessary.

The Bavy Regional Data Automation Centers (NARDACs) «can
re likened to an infcrmation services department in a large
business corporation. NAEDACs are information processing
centers cperating under the central aanagement of the Naval
Data Automation Command. They exist to provide high
quality, low cost, ncn-tactical data processing services to
operational customers in regions of extensive Navy activity.
Fach NARLCAC is a suppcrt organization dedicated to improving
the quality of computer support available to Navy activities
in its region. Autcmated data processing (ADP) services
cffered ty the NARDACs range€ ifrom one-time technical c¢onsul-
tations to full responsibility for processing applications
on a scheduled production basis. Clients negotiate as
requirements arise fcr the level of support needed. Thus,
the extensive literature dealing with corporate information
services manageament is applicable to NARDACs.

10
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B. COMPUTEBRS--A HISICRICAL PERSPECTIVE

Managing information resources has become a task of j
overwhelsing size and complexity. Technological, social, -
cultural, and [political issues interact with opne anctier
making it increasingly difficult to distinguish which issue .
is important and which is not. Yet making these distinc- -

tions is essential tc any organization with a large invest- —
ment in information resources--people, machines, and

technologies.
g Jnit costs of hardware continue to declice [Ref. 1]. ]
Because conmputer needs continue to rise, total bardware

costs continue to rise. Purchased software costs are rising
, slightly and people costs are rising at an ever increasing
E rate. These economic trends affect both the manager and
E users' perception of system efficiency.

! Over the past thirty years, the rapid evolutionm and
spread of computers, telecommunications, and office automa-
tion has created a major new set of managerial <changes.

Attempts to resolve these challenges has resulted in the
creation ¢f new derpartments, massive recruiting of staff,
major investments in computer hardware and software, mecha-
nization of routine tasks--iaventory, payroll and accouxts
receivables-—~and installation of systems which have had a
profouni inpact on hcw the organization operates.

Mapaging these challenges is compiex because far too
many menkters of the computer professional community received
both their education and early work experience in a time
prior to the wide-scale introduction of computer technology.
The cultural impact has resualted in managers who feel
somewhat uneasy about the subject and lack confidence that
they have the appropriate background to provide managerial

oversigant. Their firsthand technical experierce was with
technologies vastly different from those of the 1980s.

. 1
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In the early 1960s, the computing business began tc loox
so different because of softvare development and stored
prograaning. Only a small percentage of the professicnals
managed the transiticn to tkat pnew and totally different
information management culture. Understanding the frogranm-
ning challenges of the rotational delay of the drum of
machines in that era, however, provides no value iz dealing
with the challenges posed by today's sophisticated computer
operating systeas. [Ref. 2]

Mcreover, understanding or what makes acceptable manage-
ment practice in this field has changed dramatically siace
the early 1970s. Virtually all major, currently acceptakle
frameworks for thinking about how to manage in this field
have Leen developed since then. Consegquently, a special
burden has been placed on information systems manajement,
not just to meet day-to-day operating probleas and new tech-
nologies, but to assimilate and implement quite dififerent
ways of maraging tlke activity. If not coammitted to a
process of self-renewal, occupational obsolescence very
guickly results.

C. CHALLERGE OF INFORMATION SERVICES MANAGEMENT

It wculd be a serious gsistake, of course, to coansider
the problems of computer systens manajement as being totally
unique and separate from those of general management. The
various elements of the data processing function require a
high level of coantinuing communications and cohesive inter-
relatioanshifps to ensure adequate planning, development, and
implementation of complex systems. The issues of informa-
tion services organization, GFplaznniang, control, strategy
formulation, budgeting, transfer pricing, profit centers,
cost centers, and sc forth, are relevant here. The indi-
vidual aspects of computer management problems thus are not
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unigue. What is unique is the combtination of these issues 1
in running an efficient and evolving function. j
Because of this combinaton of issues, data processirny is ]
unlike any other activity within an organization. It '
combines a highly technical skill level with creativity. It
requires a broad management outlook in its design stages,
kut an extremely detailed outlook in its implementation
stages. Its managers must Le concerned about the igpact of
their vork cn overall policy, procedure, and organization
3 structure, while still maintaining an interest in individual
}t data fields. It is a service function, yet it significantly -
influences the procedures of those it serves. It nmay be ’

4 organizationally placed as ocne function, yet must maintain 7
: an objectivity in meeting the needs of fuactions crossing .
ﬁ; many organizaticnal lines. To accomplish its job, its -
managers must have a line manager's knowledge of other func-

LLL_‘AYJ_."

A

tions within the company and still maintain a staff advisory
cutlock.

Each of these facets places a special burden omn the e
selection of the appropriate information systems organiza-
tional structure. Data processing management must Dhe
continually alert to the fact that today's appropriate orga-
nization structure may not meet tomorrow's conditions or

needs. Organization structure seldom remains static, and
skhould be modified tc¢ meet changiag conditions of assigned
responsitilities, service role, and growth.

D. NAVAL DATA AUTOMATION COMMAND (NAVDAC)

This section provides a brief look at the Naval Data T
Automaticn Command (NAVDAC) organization, its mission and ; ]
the field activities under NAVDAC. NAVDAC, and the NAEKDACs =
and NAVDAFs, were formed as tae result of the "“Navy )
Automatic Data Processing (ADP) Reorganization Study

Ll . A
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Inplenentation Plan" of October, 1976. The reorganizatiocn
was in response to the majcr ADP problems brought to lignt
by a General Accounting Office (GAO) report that was crit-
ical of Navy ADP. In October 1977, NAVDAC Dbecane
operational. The mission of the NAVDAC is to administer and
coordinate the Navy non-tactical ADP program. This respcn-
sibility includes collaboration of ADP matters with all Navy
ADP <claimants; development of policy and procedures;
approval of systems development, acquisition and utilization
of ALF equipment and service contracts; sponsoring of ADP
technology; and career development and training of ADP
personnel. NAVDAC consists of a neadgquarters staff located
in the Washington Navy Yard and field activities situated
throughout the <country in areas of high concentration of
Naval activities. Figure 1.1 displays a diagram of the
NAVDAC organization. These field activities are called
NARDACs and Navy Data Automation Facilities (NAVDAFs).

Each NARDAC estallished under the NAVDAC was formed fronm

existing facilities and operations in a particular geografh-
ical area. The seven NARDACs are located in Washington,
De Ceo, Norfolk, Virginia, Jacksonville and Pensacola,
Florida, San Francisco and San Diego, California and New
Orleans, Louisiana. Each activity is designed to provide a
full range of data processing services to their assigned
geographic area. A standard NARDAC organization is depicted
in Pigure 1.2, Each center, however, may have specialized
units to meet special requirements. The goal was to provide
the Navy with "centers of excellence" that would provide
data processing services, r[rrograaming support, technical
expertise, trouble shcoting, telecomaunicatons networking,
distributed processing, and other ADP related services.
[Ref. 3]

The NARLCACs becarxe Navy Industrial Funded (NIF) activi-
ties on 1 October 1983. This requires that NARDACs bill
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"~ NAVAL DATA AUTOMATION
COMMAND

— .

1 HEADQUAR

ADPSO
WASHINGTON,D.C.}1

NAVDAC

WASHINGTON,D.C.
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M ' SR

DODCH
WASHINGTON,D.C.

L; NARDAC NARDAC
WASHINGTON,D.C. NORFOLK JA

NARDAC _NARDAC
CKSONVILLE}]SAN DIEGO

NAVDAF NARDAC NAVDAF
F NEWPORT R NEW ORLEANS PEARL HARBOR
3
! NARDAC NARDAGC

PENSACOLA iSAN FRANCISCO
3
F NAVDAF NAVDAF NAVDAF
* ORLANDO.FL CORPUS CHRISTI LEMOORE
NAVDAF | NAVDAF

GREATLAKES

MOFFETT FIELD

'3 Figure 1.1  NAVDAC Organization Chart.
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ORGANIZATION STRUCTURE
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Figure 1.2 A NARDAC Organization Chart.
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customers for services provided. The problem Legar on
February 7, 1978, wita the delivery of a report by tae
General Accounting Cffice (GAO) to the Congress entitled
“Accounting for Autcmatic Data Processing Costs Needs
Improvenrnts" [Ref. 4]. After studying the cost accounting
practices c¢f twenty six federal organizatons, the GAO
concluded that all were using inadeguate accounting methods.
The repcrt stated that without accurate costs, computer
center managers may choose uneconomical alternatives when
replacing or adding to computer facilities. They ray also
fail to charge users of computer facilities equitakle
amounts for services rendered. Further, functional managjers
cannot make the best decisions when they are not aware of
the total cost of implementing and operating their applica-
tions systesms. GAC stated that cost records should be
structured so that costs for both data processing and the
agencies' programs can be identified. The report concluded
that the mission funded concept was not adequate for the
cost acccunting necessary for computer operations

The strongest point made in the GAO report was that the
cost of conputer services as reported by federal agencies
often excluded major items of costs, such as military lator
and overkead. Computer services cost had traditionally been
stated in terms of Operations and Maintenance, Navy (CEMN)
costs, since these ccsts vere the only costs billable to the
customer under the Resources Management System (RMS). The
report indicated that an accounting system was Dnecessary
that would reflect the true cost of providing the computer
services. [Ref. 5]

The GAO issued guidelines for accounting for ALP costs
which state that "all significant elements of cost directly
related to acquiring computers and associated assets and to
performing data processing functions should be collected and
accounted for in vays useful for management, budgeting, and

17
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external rerorting. Organizational boundaries and difier-
ences ip financing methods should not prevent —reasonatle
compilation of all ALP-related expenses in cost accounts."

i

‘ The categories c¢f ccst required for full cost accounting }

y )
- are: [Ref. 6]

k|

. 1. Personnel. Salaries and fringe benefits for ;j

civilian and wilitary personnel "who perform _angd -

= mapage ADP functions: __ADP-related custodial 4

services, security, building maintenance, and )

]

contract management.

2. Eyuipment. Nonrecurring expenditures _for acquisi-
tion and ;ecurrlng costs”™ for rental, leasing, and
depreciation of cOmputers and associated on-line and
off-line ADP equipment.

[#%]
[ ]
!
o A

Comgutet,SoﬁtwarS. Nonrecurring expenditures for
acquisition, _and conversion and recurring expenses
fof rental, leasing, and gepreciation of all tyges
a gf software--orerating, nmultipurpose, and applica-
iocn.

y

Space Occupancye. Funded and unfunded costs for ;
(a) rental, lease, and depreciation of buildings and - 1
eneral office furniture; (b) buildings maintenance; v
c) regular telephone service and utilities; and (d)

custodial services and security.

»

les eneral-purpose ecial-purgcse o

5. Su iies. Expenditures for ngnca ital cffice
suEE and S an sg
data rrocessing materials.

normal 3 jenCy_support services and overhead, either
killed or allccated, and the costs of central

6. Intra-agency Services and Overhead. The . costs of ffH
management, policy, and procurement services.

7. Contracted Services. Any of the above services if S
procured contractually. ﬂ

In Cfesponse to Lkcth the GAO report and a congressional
study ccnducted by the House Appropriations Committee's
(HAC) Survey and Investigation Staff, the Navy reccmmended
the addition of the NARDACs to the Navy Industrial Fund as
part of Fiscal Year 1984 Navy input to the President's
Budget.

-
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o
IBE NAYY INDUSTRIAL FUND o
o
A. BACKGEOUND
The Navy Industrial Fuand (NIF) was estaktlished as a L
means of helping certain Navy activities to function mcre :-4*

efficiently and in a business-like manner. The reasoning
tehind the establishaent of the Industrial Fund was that v
connercial/industrial type of activities that are qualified ]
to operate under NIF could be freed from many of the worries

arising froa the total derendence on the cycle of annual
approfpriaticns (authorizations from Congress to set aside
certain funds for specific purposes for limited time
periods). For this reason, the ¥Navy Industrial Fund
Appropriaticn was established by Coagress. The NIF
Approrriation has indefinite 1life from which gualified
commercialysindustrial activities can be given wcrking
capital (cash) to orerate on a revolving fund rasis sinmilar
to private enterprise. [Ref. 7)

he_ _term "revolving ,fund" _means _ that wocklng ital

(called NIF corpus)’ is used to finance o lons rom

the tige that specific work is begun to the time that
payment is received from the customer. [Ref.

All ccmmercial/industrial enterprises need working

capital. The difference between private industry and
government is, of course, the frofit motive. With NIF, the 9'"‘
financial goal is to break even. This means the NIF
activity shculd charge the customer the same prices as it
costs the NIF activity to do the work. The NIF fund 2
“revolves" in that payment received from the customers ‘dw
replenishes the working capital fund which 1is continually ]
used to finance operations. The atteapt to Lkreak even 3
'
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requires rigorous ccntrol of costs, and projection of
billing rates, because if NIF has cost overruns, it ircurs
losses (not just making a little less profit as is the case
of private industry). [Ref. 91

The Navy operates 51 activities under the Navy
Industrial Fund. Figure 2.1 is a listing of the various NIF
Activity Grcups, and relative volume of customer orders as

NIF ACTIVITY GROUP STRUCTURE

FY 1584
.. Number of Budget

Activity Group Activities $Millicns
Navy Research Lab 1 $ 324
ullltarg Sealift Command 1 2,334
Shégyar s . 8 3,357
Ordnance Facilities 10 1,328
Air Rework Facilities 6 1,53€
Air Labs . 3 647
Air Engineering Center 1 142
Aviation Centerl 1 155
Public Works Centers 8 967
Construction Engipeering Lab 1 41
Publications qng Printihg Service 1 187
Missile Facilities 2 64
Navy Research Labs . 7 2,039
Reglonal Data Autcmation Centers 1 157
Totals 5T 3T3,478

Figure 2.1 NIP Activity Group Structure.

kudgeted for Fiscal Year (FY) 1684. The Navy Regional Data
Automation Centers (NARDACS) are operating as a single
member activity group under the NIF for the first time,
beginning FY 1984, in keeping with the Congressional intent
of the FY 1982 DCD Appropriation Act. [Ref. 10]

The activity groups are organizationally controlled by
and responsible to Activity Group commanders such as Naval
Sea Systeas Coamand (NAVSEA) for ail shipyards and Naval
Data Automation Command (NAVDAC) for all NARDACS. Overall
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NIF maragement is the respomnsibility of the Coamptroller of
the Navy (NAVCOMPT) who must rot over obligate the corpus as
a whole,

The specific directive under which Industrial Funds have

been igplemented within the Department of Defense is TOD
Directive 7410.4.

The Navy Industrial Fugd 1s a one-time agproprlatlon of
working. _capital Btovz I congress rom which the
Conpt:cller of the Navy al ocates required amounts to
activities pgroved LOor _ofperations under the Navy
Industrial Fu [ Ref. ]

This aprropriation was established in 1949. The ccrre-
sponding NIF Accounting Systea, rather than the appropria-
tion itself, is usually referred to as "NIF%, The
Coaptroller ¥anual, Yolume 3, Chapter 8, entitled "Navy
Industrial Fund" is the Navy iasplementation of DOD directive
7410. 4.

The inception of the Navy 1Industrial Fund with applica-
tion of modern business methods was widely heralded by the
public as an effcrt cn the part of the military to end inef-
ficiency and waste, to create cost consciousness at all
levels, and to reflect tangible savings as the result of
sound financial management.

The Coaptroller cf the Navy, in reporting on the effect
of industrial funding, stated:

"It shculd be re-elphasized that the installation of NIF
financing and _its ated “"custom-built' budgeting,
accounting, and reportlng system at an industrial-type
or counerczal-tg fxeld activity, of itself does Dot
assure an effiCient an economical operation. Man
potent mapagesent tools are inheren in these NI

stexs hovevei agecxally in the cost contrcl and
nazc;aluigntro are tae gro per use of these
tools sho materially assist in the effective manage-
Egn% of industrial-coamercial type activities."
ef.

21

PPN

-l

- 4




IR R

...........................................................

An important aspect of the NIF System is the concejpt of

a revolving fund and its inherent flexibility. The fund is
used as operationally required to finance work for customers

on 4 self-sustaiping basis. The Industrial Fund Activity —
takes orders for work from Navy custoaers, performs the werk B
with dollars from the fund, bills the customers for the '??
work, and receives reimbursement from the customers. The ;Lj

fund is reimbursed fcr supplies and materials used, services
rendered, or labor performed by charges to applicatle

MY S

customper appropriations or payments received in cash.
Consequently, the NIF provides the following advantages:

1. A modern business-ty&e budgeting and accounting
system permitting "tallor-made adaptations.

2. A lasic accounting system that has been stable for
ears and _promise5 to~ continue relatively upchanged
%especzally impcrtant in this age of automation).

3. Authoritg, though limited, to start emergency work
on a sponsor's “order grlor to receipt “of " furds
(Commanding Officer's orders).

4. A means of financing and carrying inventories of
non-standard material.

5. The  convenience of using working capital for .-
ipitially charging all costs. -

6. A method for developing total costs of each task or
prcject, including overhead. .
7. A means for groducing management cost data_ ty job -
3rders, cost Centers, “or other organizational ktreak-
owns. .

fe

8. Assistance for  manageaent to better control money,
manpower, material, and facility resources.

Figure 2.2 is a 1list of all NIF activity groups and
activity group managers.

Basic to the functioning of NIF activities is the divi-
sion of effort into functional wunits called cost centers.

I W PRIPY WY ST )

Under the cost center concept, any level of the orgainza- -
tional structure wmight be a cost center. It could be an
entire department or a subdivision of one.

P SV i
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GRQUP MANAGER
R § D Centers Chief of Naval Material
Shipyards Naval Sea Systems Command
ordnance Activities Naval Sea Systems Ccmmand
Alr Rework Facilities Naval Air Systems Ccmmand
Test and Eval. Activities Chief of Naval Material
Pyuklic Work Centers Naval Fac. Eng. Command
Civil Englneerlng lab Naval Fac. Eng. Ccomand
Navx Pr;ntlng uks. Navg 5ystems Command
Str eglc Weapons Fac. Strateyg s. Prog. Command
NARDA Naval Data Automatzon Commana

Figure 2.2 Activity Group Managers.

All crders are accepted on the basis of a fixed price or
on a cost reimbursable basis. 1In either case, the estirated
costs are based uron the published stabilized rates
pertaining to the product or service ordered. These staki-
lized rates are based upon budgeted costs. Customers are
killed at the stabilized rate regardless of the actual cost.
Non federal governmert customers are exempt from the rate
stabilization program and are charged actual costs incurred.
Fixed price orders are negotiated and billed on the tasis of
stabilized rates. When actual costs are less than the
killed price, the activity makes a profit. A lcss occurs
vhen actual costs are more than the billed price.

NIF activities submit their budget (A-11 Budget)
directly to NAVCOMPT into the Navy Industrial Funs Reportiag
Systsem (NIFRS). NAVCOMPT operates the NIFRS and maintains
a budget data base for use by the NIF Activity Group
Managers and for Defpartment of the Navy (DON) NIF budgets
and reports. The NIFRS also captures individual NIF activ-
ityl monthly reports, sumparizes the data by NIF Activity
Group and prepares the monthly reports for DON. It allows
evaluation of NIF activities performance in comparison to
the Ludget.
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B. BRATE STABILIZATICN i

Prior to the irrlementation of the rate stabilization
program, most NIF activities developed and revised the rates —_—
charged to customers on a gquarterly basis. The rates were
devised to return to customers any profits previously made
ty the NIF activity cr to recover any losses with the okjec-
tive of achieving a zero accumulated operating results . ]
account lralance at tlke end of the following quarter. Under

the rate stabilization concept, however, rates to be charged
for services by NIF activities are based uron the
‘: President's Budget. Thus, for example, during the summer -
and fall of 1982, NIF activities, Activity Group Commanders, '

NAVCOMPT, DOD and OMB reviewed and submitted budgets for FY

1984 which assumed a rate equal to that budgeted for FY 1984

b wvhich assumed a rate equal to that budgeted for FY 1964. -
Moreover, these rates refiected actual/projected performance
through FY 1982 and FY 1983 and were intended to achieve a
zero accumulated operating results balance for the fiscal

year ending in 1984.

A principal objective of stabilized rates was to shelter
DOD custcmers from inflation induced variances in cost
increases in excess of those frudgeted. This was to allow
tetter financial planning by the DOD and the Navy.
Industrial fund rate increases duriny the years prior to
rate starilization scmetimes made it necessary for customers
to reduce their programs in order to remain within their
appropriated fund availability. These reductions, in turn,
created further imbalances within the NIF activities which
ultimately were also passed on to customers. g

NAVCCMET Note 7111 of 10 June 1975 announced to Navy
activities the DOD requirements for the establishment of .
stabilized rates, and target dates for implementation were o
set. Stakilized rates have been in effect for all NIF o
activities since the start of FY 1977. ;

! 2 a




NAVCOMPTI Instruction 7600.23B provided amplifying
yuidance as follovs:

"In_developing and establishing rates, each activity
will adherfe "to the principle’ of aligmnin rates to
recqover orperating costs. ctivities Should devise a
sufficien numbér c¢f rates_ to ensure that _the rate
system is a reasonable model of the actual cost oI
perfcraing the various categories of work  or services
covered by the rates. Stabilized rates submitted Ly the
activities will be reviewed and adjusted by the Activity
Group manager to provide the "necessary changes to
offset the tofal gr;or gear gains or losses hereb

achieving zero profit nd 10ss in_  the Accumulate

Operating Results Account of the Activity Group. Gains
and lossés #ill normally be fully orffset _during the year
following their cccurence and, will be "reflected
uniformly in the rates of fhe Acg171t¥ Groug. Changed
conditicns resulting from the Office oI tke ecretarx of
Defense review of "the Activit Group manager's =11
Budget, and _changes in the _customer programs ocguglng
during the budget feview cycle will result” in stabilize

rates teing again reviewed and additional changes made
where appropriate." [Ref. ]

Rates established for NIF activities are expected to
remain in effect for the entire fiscal year. Shigyard
rates, hcwever, are ncrmally in effect for the entire period
that a ship is in the yard regardless of the numkter of
fiscal years involved. Rates for work unrelated to the ship
will change with the fiscal year. Rate changes during the
fiscal year are expected to Le rare, and may be made ornly
upon apfproval of the Assistant Secretary of Defense
(Comptrcller). In a major sense, rate stabilizaticn did
help the Navy tc¢ cope with the radical swing in inflation,
utilities, and fuel prices during Fiscal Year 1978 through
Fiscal Year 1981.

A significant prcblem associated with stabilization is
the failure of the fprocess to make known the stabilized
rates to the customers early enough to be useful in budget
preparation at the local level. The process of attempting
to balance the customer budget requests with the NIF funding
in the Fresident's Eudget is done by NAVCOMPT, a level
considerakly higher than local customer budgeting, causing
imbalances that are not discovered until a year later.

25

. abeamd P P P W P TP Y- G G T s

e



Any variance between stabilized-rate billing ard actual
costs become profits or losses of the NIF activity and are
absorkted by the corpus. By the time a profit or loss is
realized, however, the next year's rates are already estak-
lished. These profits or losses are not offset, therefore,
until the next rates are set. The NIF activity, conse-
quently, essentially cperates on a three-year cycle.

The essence of rate stabilization is that rates are set
annually for the entire fiscal year. The combination of
rate statilization and NIF budgeting results in rates Lkeing
set one to two years in advance of actual use in billing.
The rates charged represent modifications by the NIF
Activity Grecup commander, NAVCOMPT and the Office of the
Secretary of Defense (0SD) to those proposed by the NIF
activity. As a consequence, individual NIF activity
conmanders do not directly determine rates or change stabi-
lized rates when a flaw is found. Stabilization bhas
resulted in a rather substantial loss of autonomy Lty NIF
activities because they are no 1longer in control of the
inflow of resources to their coemmand and can not ccntrol the
profit or loss for a particular period. The cash balance is
also beyond their ccntrol. In spite of this lack of
control, the performance of NIF activity commanders has been
evaluated with the financial position of the individual
activity as a factor. It seems obvious that the control
system was weakened by rate stabilization and the 1loss of
autoncmy by NIF activities.
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IIX. NAVY ACCOUNTIING PROCEDURSES

A. BAVY ACCOUNTING AT THE HEADQUARTERS LEVEL

Accounting in the Federal Government provides rficancial
information for use by the management of a particular agerncy
and for use by the Department of Treasury, Office of
Management and Budget (OMB) , and the Conygress. Such ipfor-
mation is used for tlese variocus reasoas:

1. PFacilitate efficient management.

2. Surport budget regquests.

3. Shcw the extent of compliance with legal provisions.
4., FReport (imn financial terms) to other agencies, t¢

the Ccngress and to the public, the” status and
results’of the agencies activities,

The forerunner to today's budget and accouating systen
was the Budget and Accouanting Act of 1921, This act
provided fcr a budget system under the Department of
Ireasury. (This function was later transferred to the
Executive Office of the President.) The act also estab-
lisned the General Accounting Office (GAO) headed by the
Comptroller General of the United States. The Comgtrcller
General was given the responsibility for develuping govern-
ment acccunting systems and was also given authority to make
expenditure analyses; maintain ledger accounts, investigate
the receipt, disbursement, and application of public funds,
examine roocks, docuaments, papers, and records of financial
transactions; perform audits, etc. Since 1921, there has
teen a continuing attempt made, through legislation and
executive orders, to establish effective fiscal control over
all governmental activities. The respective headguarters
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components maintain control of funds allocated to tren
(Ref. 14].

B. WORKIRG CAPITAL FUNDS

In 1949, when Congress amended the Wational Security Act
of 1947 establishing the Department of Defense (DOD), origi-
nally named the National Military Establishment, the need to

promote "efficiency and economy" through use of unifora
. budgeting and fiscal rrocedures was recognized. Among the
;, features of the Naticpal Security Act was authorizationm (10 ,
F 0. S. C. 2208) for the Secretary of Defense to estaklish o
1 working capital funds for the purpose of financing supgly
inventories and the capitalization of industrial type activ-
ities. Thus what we know today as "industrial funds"

resulted from the National Security Act of 1947.
A fund has been defined as a "separate enterrrise,
having assets, liabilities, net worta, income and exfpendi-
tures of its own." In government practice, a fuad is not
tied tc profit making, hence, the emphasis is not on maxi- .
mizing incone. The fund is used to isolate a particular
area and allow management to focus on it as an entity.
The goal of a DOD working capital furnd is to recover all
costs exactly-~work to a zero profit [Ref. 15]. A working -
capital fund is not ccatrolled by an annual appropriation. '

C. RESOURCE MANAGEMENT SYSTEMS (RMS) ACCOUNTING

1. [Eackground of RMS

The Resource Management System (RMS) was introduced
to the DNavy through a Priority Management Effort (Project _
PRIME) in Fiscal Year 1968. One basic change was to regquire -
the costing of military personnel. Another major change was
the separation of procurement costs from operating ccsts.
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The separation of expense and investment costs allcw a
differentiation between those costs influenced by maragement
and thcse over which there is little control.

In operating RMS all activities are charged for
operating resources consumed by them at the time of consump-
tion. An expense is recoghnized when and where materials,
supplies, services or 1labor are used to accomplisk a
mission. To distinguish between the time of purchase of
resources and the time of consumption, working carital is
used just as inventory accounts are used in commercial prac-
tice. RMS changed traditional accounting systems to imfgrove
and integrate accounting and <reporting with programming and
tudgeting.

2. BMS Accounting

Pesource Management Systenms (RMS) accounting
includes all procedures for collecting and processing recur-
ring quantitative infcrmation that (1) relates to resources,
and (2) is for the use of management. Resources are pecple,
materials, services and monejy. There are four princigal
systems:

1. Prcgramming and budgeting
2. Management of resources for operations
3. Mapagenent of inventory and similar assets

4. ﬂanage ent of acquisition, use and dispositior of
carifal assets

The Department of the Navy has promulgated a series
of publications for implementation of the Rescurce
Management Systeas for operations within the Navy. A hand-
book of instructions and procedures applicable at the field
activity level and at the departmental level and another ome
for the operating forces have bDbeen developed [Ref. 16].

29




These handkcoks set forth the resource management concepts
as they aprly to operation and maintenance.
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IV. THE MANAGENENT CONTROL SYSTEM

A. INTRCDUCTION

The information services (IS) management control systen
is a critical network vhich integrates the information
systems activities with the rest of the organizaticrn's cper-
ations. Information services include a central hub of oper-
ations linked by telecommunications to remote devices that
may or gay bnot have their own extensive data files and
processing rower. 1S integrates the separate technolcgies
of computers and telecommunications. While individual
projects often last more than a year, and planning takes a
Bultiyear view, the information services management control
system focuses on guidance primarily on a year-to-year
basis. The broad objectives an effective iniormation
services management control system must meet include the
following: ([Ref. 17]

1. Facilitate _apfpropriate communication between the
user and deliverer of IS services and provide moti-
vatxonaé incentives for them to work together on a
day-tc-day, mcpth-to-month basis. Thé management
cofitrol system must encourage users and IS to act _in
the kest 1interests of the organization as a whole.
It nust motivate users _to use IS resources agproptl-
ate;g and help them balapce investments in this area
agaibst those in other areas.

2. ncoutage the effective wutilization of the IS
erartadnt's resources, _and ensure that _users are
educated on the potepizal,of existin and evolving
technologI. In so doing, it amaust guide the _transfefl
of techndology consistent with strategic needs.

3. It must grovide thg means for efficjent management
of IS reSources and give pecessa;g intormatidn for
investaent decisions. This requiies development of
both standards of perforamance méasures and the aeans
to evaluate gerﬁornance against those measures to
ensur€e produc 1v1t{ is be;ng achieved. It should
help facilitate make- e

or-buy cisions.
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% Four specific inputs appear to be critical to the struc-
' turing of an appropriate information services maragement

o ew - -
LTI T

control system fcr an organization.‘ These are: [Ref. 18]

T
L

1. The control system must be adapted to a very

e different software and operations echnology in the
. 1980s than was present in  the 1970s. An important
part of this 6 adaptation is development of agpro-
priate sensitivity to the mix of phases of IS téch-

fologies , in the companye. he more mature
. techiioclogies @ust be manaJed and controlled in _a
" tighter,  more efficient way than ones in an earl
start-up phase which nee protective treatmen
aprrogriate to a research development activity.

! 2. Specific aspects of the corporate environment influ-
€nce _the aggrop;zate IS Management Control System.
Key issues here include IS sOphistication of users,
ggog:aphlc disgpersion of the organization, stabilit
0f the managemeént team, _the firfa's overall size an
structure, "nature of relationshi betweern line and
- staff degartments, etc. These items infiuence vwhat
F 1s workable.

3. The ieneral architecture of the organizaticn's
oveia 1 corgogate management control syStem and the
philosophy underlying 1it.

4. The perceived strategic significance of IS both _jn
relation to the thrust of its applications portfolic
and the role played by currently automated sSysteas.

The next subsection discusses alternate aethods of defining
the control structure.
B. ALTEENATE CONTROL APPROACHES

The establishment of an information services activity as
an upallocated cost center--a free resource to users--is

advantageous vhere the resource being used is small.
Accounting for such a cost center requires very low expendi-
tures, and the contrcversey caused by a system of charging
is avoided. On the other hand, significant problems usually
exist wken the users perceive the resource as free and
attempt to make irresponsible uses of it. The unallocated

cost center also insulates the coaguter installation from
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external measures of performance and makes possikle the
hiding of operational inefficiencies. Aalthough many organi-
zations start with an unallocated cost center approach, tiaey
often evclve to some other form suca as the approach of
using memos to inform users of what their charges would have
keen it a chargeback system vwere being used. OUnfortunately,
however, a memo about a charge does not have the bite ¢f the
actual assignment of the charge. [Ref. 19]

The approach of establishing the information services
activity as an allccated cost center has the immediate
virtue cf helping to make user regjuests more realistic.
While it opens up a debate as to what cost is, it avoids the
controversey about whether an internal service department
should be perceived as a profit-making entity. Inevitably,
howvever, the allocated cost center introduces a series of
conplexities and frictions since such a system necessarily
has arbitrary elements in it. Full cost charges of a
central computer installation can inappropriately stimuliate
the desires of the users to purchase mini/microcomputers.
Allocations could be less than full cost, depending cn the
organizaticn's overall management control philoscphy.
[Ref. 20]

The chargeback process has led to a nuaber of unsatis-
factory consequences from the users! perspective in the
majority of companies:

1. Charges are unintelligible and unpredictable.
2. Charges are highly unstatkle.

3. Charges tend to be artificially bhigh in relation to
incrémental costs

4. Efficiencg variables are directly assigned to ulti-
mate users.

5. Administration of the chargeback systen is
frequently very expensive.
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The system is based cn passing all costs of the activity to
CuStoders. The charge for oferations costs is based on a
complex formula related to the use of the computer by tke
application. The user can Dnot predict or control tkese
charges tecause the "equitable distribution'" is dependent
upon what other applications happen to be run during the
ponth. To be effective, an information systeams operations
chargeback system must be simple. A second desirable char-
as being fair and reasonable. A third desirable character-
istic of a chargeback system is that it should <segparate
information systems efficiency-related issues from user
utilization of the systen. Information Systems should be
held resgonsible for its inefficiencies. Clearly, <closing
at month- or year-end any over- or under-absorbed cost vari-
ances to the user usvally accomplishes no useful purpose.
[Ref. 21)

The issves involved in charging for information systems
maintenance and systems development are rfundamentally
different from those ¢f operations. A professional contract
should be prepared for such expenditures as though it were a
relationship with an cutside software company.

The establishment of the informaton services activity as
a profit center is a third metnhod of wmapnagement control.
This approach puts [fressures on the inforamation systeams
function tc hold costs down by stressing efficiency and to
market itself aggressively inside the organization.
Establisbing dinformation systems as a profit center,
hovwever, bhas probless. Because of jeograpay, shared data
files, and privacy and security reasons, many users can not
go outside. In the short —run, the profit center apgroach
leads tc¢ higher wuser costs Lecause a "“profit" figure is
added to the user costs. A deceptively intriquing approach
on the surface. underreath it has many pitfalls. [Ref. 22]
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The jnvestnent center approach is similar to the fproiit
center approach. The critical difference is that the inior-
maticn systems function is made fully respomsible for the
assets employed and is forced to make appropriate trade-offs
of investment versus additiopal profits. This produces
strong motivations to delay capacity expansion and risk
serious e€rosion in service pfovided. Another probler is
that <¢£f focusing only on hardware as an asset and not
considering the software. A stand alone investment center
can be perceived as being fully organizationally neutral.
Wnen set up as a profit, or ianvestaent center, the transfer
price becomes a critical issue. The strenjtos and weak-
nesses of transfer pricing for the information systems func-
tion are very similar to those found in transfer pricing in
general. With cost-based pricing, the profit center and
cost center are similar since profits can only be earned on
internal sales by generating positive efficiency variances.

C. THE BAVYI'S ADP CHARGEBACK TEST

Before the creation of NAVDAC, the Data Processing
Service Centers (DPSCs) provided ADP support on a no-charge
kasis. To realize "the performance and economic Lenefits
attainable" from a NARDAC, an ADP chargeback test was insti-
tuted, in April 1978, at NARDAC San Diego. During the
initial fhase, statistics were gathered on usage of the
NARDCAC's resources by its customers. At the beginpmirng of
the seccnd phase, the custcmers were given funds based on
the utilization statistics gathered during the first phase.
These furnds were to e used to reimburse the NAKRDAC for ADP
support.

Persission to deviate from the Resources Management
Systes was granted Lty the Ccamptroller of the Navy so that
indirect costs could be passed on to customers excluding the
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cverhead items of adaministration, electricity, and mainte-
nance of re€al property. The test algorithm allowed the
NARDAC to <charge premiums or d¢rant discounts based on the
customer's job priority and shift during which the jot was
run. These premiums and discounts were based on a matrix of
percentages of full ccst incorporating both requested turn-
around time and the requested shift. Such flexible pricing
allowed the customer to weigh the iaportance of his job
against the amount of money he was willing to pay. Because
of a legal opinion of the Head, Budget Policy Branch,
NAVCOMPTI, all percentages in the matrix were to Le set to
100. The resulting single charge nullified the mcst impor-
tant feature of the test. The opinion was that NAVCOMPT
would support a chargeback system which allocated all actual
costs directly associated with the operation of the computer
facility. The overhead items previously mentioned were to
e excluded. The <charge was to be based upon the cost of
providing the service, not upon the economic value of the
services. Neither variable fprices nor shift differentials
were allcwatle.

D. MANAGEMENT CONTRBCL AND BUDGETING

The fourndation of the information services maragement
contrcl process is the budgeting systen. Its first oltjec-
tive is to provide a mechanism for appropriately allocating
scarce financial rescurces. The budgeting process ensures
fine-tuning in relation to staffing, hardware, and rescurce
levels takes place. A second important objective of
kadgeting is to set the specific goals and possible short-
tera achievements o¢f the information systems activity.
Finally, the budget extablishes a fraaework around which ar
€early wvarning system for negative deviations can be built.
Without a budget, deviations in a deteriorating ccst
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situation may not be detected in time for corrective actica.
Effective monitoring of financial performance, hovever,
requires a variety of tools, most of which are ccancn to

other settings. These norwally include a series of rerorts
which highlight actual performance versus plan with vari-
ances. Nonfinancial controls are also important in assuring
management that day-to-day operations are on target. Taese
" include user surveys, reports which monitor staff turnover o

trends, and reports on development projects. The tygpe of j
data needed varies widely from organization to organization.

T

*

[ 4 p

1

»

37 :

® p

B

]

P . e e h




R Tt I e T e—F LIand Sac Sl dnnd anen v 3 ™ —————— ha ——— T e — v — ———, -~ -

V. BATURE AND ROLE OF OPERATIONAL AUDITING

A. INTBCDUCTION

Auditing today differs considerably from what it was
centuries ago. In fact, it is also different from what was
practiced in the early twentieta century. Whereas the
purpose cf accounts examination used to be to detect fraud
and certify the accuracy of records, the primary purpose now
is to express opinions on the fairness of presentaticn of

the financial statexents. The purpose of auditing the
performance of management used to be to ensure compliance
with laws, fpolicies, and regulations. The primary purpcse
now, however is to improve managerial performance and to
determine whether an organization, activity or program has
teen managed economically, efficiently, or effectively.
Crerational auditing is the term wused in this thesis in
: reference to auditing involving work other than financial
statement examipaticns to evaluate the efficiency and
economy cf a given ofperation. Such an audit is often called
a management audit ir the auditing literature.
Because there is a lack of standard terminclcgy

concernirg the types of audits, the principal forms of
government auditing are described below. [Ref. 23].

1. Fi cial and compliance--determines (¢) whether the
1al §eqéi§ﬁf§"6£_ap audited entity present -
the fiparcial rosition_and results of finan-
cial operaticns 1n~ accordance with generally
accepted accounting principles and (b) _whéther the
entity has compliéd with laws and <regulations that
:a%tgave a material effect upon the fifancial state-
e .

Y

2. conony, and effijciency~-~-determines a whether the -

gﬁtﬁf i§gﬁaﬁ§§§ﬁg'aﬂﬁ utilizing its(résou;ces (such o

as relsonnel, operty, spaceé) _ economically and C

efficiently (b) “the causes of inefficiencies or .

- uneconomlqai practices, and (c) _whether the entity o

. has ccmplied " with laws and regulations concerning )
i. matters of economy and efficiencCy.
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belefits established by the legislature
thorlzlng body are being achieved and (b)
agency has <cConsidered alternatives that

3. Prcgram results--determines (a whether the desired
rlgﬂf g . (a)
t
e désired results at a lower cost.

b r
might yi

An audit may be either one of these types or a conktina-
tion of any of then. A coaprehensive audit includes all of
then. The operational audit is a subset of an expanded
scope or comprehensive audit whenever such broad audit work
is regquired. This subset is also refered to as ar econcmy
and efficiency audit.

Cperational auditing is planning for, obtaining, and
evaluatin¢ sufficient relevant evidence, by an independent
auditor, to determine whether an eatity's management cr
employees have carried out appropriate laws, regulations,
policies, frocedures, or other management standards for
properly using its resources in an efficient and eccnomical
aanner. From the evidence on the audit objective, the
auditcr comes to a conclusion and reports to a third party,
with sufficient eviderce in the report to convicce the third
party that the conclusion is accurate, and with a reccamen-
dation fcr the possikle correction of any deficiencies.

Accountability and attest are words often fcund in
auditing literature and sometimes are used to mean the same
thing. They are related, but they are not the sane.
Perscns in crganizaticns are accountable and report tc scme
outside or higher level of authority. When reliability and
acceptability are required of the accountable party, an
inderendent person attests to the information through an
audit. The one whc receives the audit report may tke a
higher-level manager within the same organization, the board
of directors, the stockholders, the Congress, the
public--any individual or group to whom the management or
employees of an organization are accountable.
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Operational auditing includes all internal operations of
an organization accountable to some higher 1level. It
includes orerations fcr accounting, purchasing, fpersonnel,
research or any other activity conducted by the organiza-
tion. Cperational auditing atteapts to determine for the
accountakle entity the best use of manpower, material,
machinery, and information.

Auditors of management activities in government must
follcw the 1981 revision of Standards for Audit of

Goverpmentai QOrganizations, Rrograms, Activities,  and
Functions by the Comptroller General of the United Staes.

These Standards, known as the "yellow book", have been
developed in cooperation with other federal, state, and
local auditing orgarizaticns, as well as the American
Institute of Certified Public Accountants. These standards
include a detail discussion of the following iteas:

1. Scope of Audit Work
2. Geperal Standards

3. Examination and Evaluation (Field _Work) _  and
gﬁgggglng Standards for Financial and Coapliance

4. Examination and Evaluation Standards for Economy and
Efficiency Audits and Program Results Audits

5. Reggrting Standards for Economy and Efficiency
Audits and Program Results Audits

Conclusions depend uron the evidence obtained on the audit
objective and are based on three common elements:

1. An aprropriate standard

2. The actions o individvals or organizations that
eithercsid or gid not follow the stgndard

3. The results brcught about by  the actions of organi-
zations or individuals following, or not follcWwing,
the standard.
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Althougk operational auditing is not a new technijue, it
is a subject of increasing interest. The operational audit
extends traditional audit approaches and techniques to
examine policy, proccedure and practice in industrial and

governsental operaticnos. The organizational structure and
» administrative controls are examined with the purpose of
i. determining where policies and operating controls vary fron
those essential to tlke success of the industry or agency.

More specifically, the operational auditor 1looks for:
[Ref. 247

1. The existence of those general policies which deter-
mine the organization “requirembents--the <functions
and activitiés essential to the conduct of the busi-
ness cr governgent agencye.

2. Indications that people have been designated tc
perform each cf these functions and that “the scope
¢f their _action and power of decision is bcth
defined and understood.

3. Predetermined goals  or_planned accomplishmernts for
each control afea including standards, estimates,
tudgets, forecasts or othef <criteria to serve as

. yardsticks for comparison and evaluation.

4. An efficient accounting _sxstem accunulates inforsa-
ticn following the funCtiofial orgamnization lines and
affords comparison between actual and planned
results.

5. A meaningful system of managemegt  ipformatjon that

rovi esgessentza ans tgmegy gecisgon-mak%n ata

o all three levels of aanagement--top, mniddle and
supervisory. It should communicate current results
as well as future plans.

6. Contrcl department statistics and financial trends
over a perlod of time that may indicate a_deteriora-
%;cn in" the effectiveness oI controllable activi-

ies. '

7. Gocd ¢ommunjcations throgghout the whole system of
administrative control and evidence that its” purpcse
is being achieved. The object is _to determipe and
transmit what currently shoila be done and, 1in the
light of later developments, reappraise and comauni-
cate the planned course of corrective action to be
taken in the future.

Scme of the benefits that can be gained from an opera-
tional audit include: [Ref. 25]
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1« An oljective rrofessional review of the <complete
Oferations.

2. A substantiated inventory of weaknesses and unfavo-
rakle trends with some idea of the impact of these
deficiencies on revenues and costs.

3. An opportunity to eyaluate, present conditions set
targggs for cgrrectxve actlog, commft f;nqnqiél and
perSonnel resources and assign responsibility for
acconplishment.

4., Creation _of an atmosphere for improvemert and
ccastructive thinking at all management levels.

Operaticnal auditing serves the needs of managers to be
objectively informed about <conditions in the units urder
their coatrol. Managers need a means for detecting protleas
and opportunities for improveaent. Operational auditing is
a specialized management tcol with a separate role <from
eéstablished manajement information sources. Its purfpose is
to create confidence that things are going well or to
discover problems or opportunities for improvements on the
tasis of investigaticr.

A key feature of operational auditing is that it is
based on evidence--not perscnal opinion unsupported by
factual evidence. Judjement is an essential part of the
final results, but its value comes only after facts have
keen gatbered and compared with standards.

An ofperational audit is not designed to evaluate feofrle
por can it ke expected to provide specific solutions tc any
particular rroblem or weakness. On the other hand, ofera-
tional auditors should make recommendations, based ugon
their experience, fcr corrective action. It must be made
clear, hcwever, that the recommendations are strictly frogo-
sals and such comments are to be acted upon or not acted
upon only as management chooses.

The auditor will encounter some situations in which no
definite recomamendation may be possible~-either because of a
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lack of gualifying exrerience or the facts may not perait a
specific reconmendation. Sometimes the most effective solu-
tions require analysis and research into alternative courses
of action.

Table I presents some of the major characterics of
financial and operational auditing.

B. EVOLOTION OF INTEBNAL AUDITING

During its early histdry, internal auditing was used
primarily tc detect carelessness or other irregularities or
the part of bookkeepers and others charged with the duty of
recording transactions. If inpternal auditing had not grown
with the change in character of business, it would nct ke of
value to management tcday. It was recognized near the end
of the nineteenth century that internal auditing could serve
kroader purposes thanp mere checks of accuracy of accounting
and statistical data. Thus the profession began to develop
in a direction which has led to its now being recognized as
one of the outstanding branches of management contrcl.
[Ref. 26)

Internal auditing refers to a series of processes and
techniques through which an organization's own employees
ascertain for the @management, by means of first-harnd,
on-the-jcb cbservaticn, whether (a) established management
controls are adequate and effectively maintained; {b)
records and repcrts-~-financial, accounting, and
othervise--reflect actual orperations and results accurately
and promptly; and (¢) each division, department or other
unit is carrying out the plans, policies, and procedures for
wvhich it is respoansikle. [Ref. 27]

The internal auditor's work involves constant surveil-
lance of such functiocns as policies; accounting and oper-
ating procedures; systems of internal control; care,
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TABLE I
Characteristics of Auditing Types

Financial Auditing Evaluates financial controls
and transactions to exgress
an opinion on financia
staténents _as they disclose
or do nqot disclose a
true and fair view

Requires judgement

Measuyres against auditing
standards and procedures

A restrospective viewpoint

Enploys generally accepted
accounting principles

Audit independence essential

Oginion for outsiders and
management

Performed at least annually

Operational Auditing Evaluates efficiency of use
of resources, reviews inter-
pal manageaent systems and
structuré. Deals with all
measurable aspects of the
organization.

Defines problems and opgor-
tunities f£or improvemei

Rejuires judgement

Based on evidence rather
than opinion

Managemnent orientated

Present and future
operations

Employs standards of the
organization or industry
for evaluating
manayement performance
Audit is independent
Does not render opinions

Periodical;y,gerfgrged kut
with indefinite timing
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protecticn, storage, and destruction of records; care and
storage cf the organizations valuables; reliability of Locks
cf record and acccunting and statistical reports; and
compliance with all laws and regulations.

The internal auditor must have facts as the basis of any
report. These facts are obtained by a detail analysis of
the situaticn. After revievwing the facts, the auditor must
appraise them, make judgements on them using his krcwledge
of policies and objectives, and make recomaendations for
solving any problems found. Since the auditor has no
authority tc implement solutions, he must convince manage-~
ment to do so.

There is increasing interest in operational auditing on
the part of internal auditors as well as Ly accourtaats in
public practice. The development of internal operational
auditing varies widely between organizations because of
company size, size of audit staff, and degree of management
acceptance. There is a need to yet the concept o° opera-
tional auditing across to the operating personnel at all
1€vels., This is important because a lack of understanding
or an unvillingness tc give the recommendations fair consid-
eration makes the audit effors worthless. [Ref. 28]

An operational audit provides a service to the executive
management ty providing impartial appraisals of the perfora-
ances of operating groups to the extent of the auditors
gualifications to render opinions. Efforts to help manage-
ment to do a better job through aiding the understanding of
the econcmic factors in their decisions helps the organiza-
tion as a whole. The objective of the operational audit is
to see that management has at hand all the tools availakle
to help in deciding which are most profitable alternatives.
This may involve evaluating inforaatioa flowing in to top
management as well as the way it is handled by staff grougs.
Evaluating how objectives are being met must bLe done along
with how those objectives were set in the first place.
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C. BROLE OF AN OPERAIIONAL AUDITOR

The role of the operational auditor is not a simple one.
The ability to correctly identify operating problems anid
explain them to serior manageaent often reguires a high
order of skill.

An auditor must get the willing cooperation of the
reople leirg audited. They must be convinced that the
audit's purrose is to help then. A way to begin is by
sitting down with the manager or supervisor of the facility
that is to be audited. An explanation of what acticn is
planned and what acccmplishment is expected should be made.
The auditor should make an effort to learn what problems the
reople Leing audited might want to have studied. More fprob-
lems will Le discovered during the audit if leadirg gues-
tions are asked to get people talking about their jots.

The auditor must take the time rLecessary to do the job
thoroughly. When tire is limited, the activity should be
divided intc smaller operations to allow the auaditcr to be
thorough with those that are audited. The auditor must be
avare of the dangers cf not understanding an operation well.
Something which, on the surface, seems wrong may be all
rigat in light of the facts. Conversely, something may be
tasically wrong that initially seems acceptable. When it is
suspected that something is wrong, a recommended practice is
to discuss the finding first with the person most directly
concerned before approaching higher levels of surervisicn.
Another suggustion is to try to recommend a solution to any
Froblen discussed. After all, if a situation is tkcught to
ke wrong, there must be some associated idea of what is
rigat.

It is not u4uncommcn to finish an operational audit and
still feel that there were other things that should have
teen done. At the beginning of the audit, auditors spend
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the necessary time tc indoctrinate themselves. A 1lot oi
time is spent reviewing specific activities before they are
understocd well enough to know if suggestions are tc be
made. As an audit is completed, the audit prograr is
revised to incorporate new steps deemed necessary. These
revisions are essential to ensure that what is accorplishped
is what should be accomplished. No matter how advanced or
sophisticated a particular brand of operational auditing zay
ke, there is rocm fcr improveaent. A failure to plan and
strive rcr that improvement is a failure to properly carry
out the duties as auditors.

D. PLANBIKG AN OPERAIIONAL AUDIT

The output of an cperatiornal audit is either a report or
a carefully structured briefing. This output must include
all c¢f the essentials about an auditor's findings. aAn
auditor must think about the report during the Gplanning
stage, [flan what will go into the report and do audit work
that will get the necessary information for the report if an
efficient cperational audit is to be done.

Plapning is an imgcrtant art of ever{ mapagement under-
taking, and A i8 equally importan in~ operational
auditing. Thinking what needs to be done, sSetting_ it
out in a glan, and"taen following that plan to conclu-
sion _is the best _way to complete a job satisfactorily in
the least possible " tiame. To audit without a plan can
result in a lot_ _cf false starts and wasted effort.
Consequently, auditors should have a well thought=-out
plan fcr every assignment. [Ref.

This planning of the report, howvever, is Legun after the
auditor has observed conditions where it appears that costs
can ke reduced or results improved. The observed condition
represents the basic premise around which a finding is
Luilt. Thus, it shculd be the focal point for the develop-
ment ¢f plans for conducting the audit and collecting the
necessary irformation. [Ref. 30]
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Freliminary survey work is usually needed for effective
operational auditing planning. The extent of such prelimi-
nary work depends on how familiar the auditors are with the
activity or function Leing reviewed and whether an area for
detailed audit has been identified. During the survey the
following actions occur: [Ref. 31]

1. The envisioned finding is identified and «clearly
defined.

2. Sources  of information are identified for use in
develcoping the audit fprogram report.

3. Audit techniques for further development of the
envisioned finding are tested.

4. staffigg requirements and the scope of audit wecrk,
including alldit sites, are coansidered.

Several factors need to be considered when deciding the
scope of the audit. One is whether the projects or trans-
actions keing audited are intended to represent a statis-
tical sample so that audit findings can be projected to an
entire progranm. The scope of work might also be influenced
by avaiiatle resources in terms of staff and dollars, and by
the time cconstraints. The objective is to do only what is
necessary to clearly show any possible bad effect and to
develop a convincing case. Consideration should also te
given to making pilot studies tefore embarking on a detailed
audit. Tke pilot study at one or more locations would
provide additional knowledge of operating procedures and
test the proposed audit techniques.

There are no step-by-step procedures for doing anmn ogera-
tional audit. There are, however, certain things that need
to be done. While the approach is not as uniform as in a
financial audit, it should at least be systematic. The
planning should culminate in an audit program. Each prcgraam
nust be tailored to fit each audit, yet <certain elements
should te always [fresent. The program should briefly
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summarize the areas tc be audited and make a general state-
ment as to how the required information will be olktained.
It should also state the expected completion date.

Because development of a finding is frequently ar evolu-
tionary prccess, audit programs should be periodically
updated as work fprogresses. If conditions or findings are
not as anticipated, the plan must be revised or the audit
discontinued. Any changes to audit scope should ke make a
part of the progranm. Economy and efficiency audits are the
cnes where plans are most likely to change as the audit
progresses, so the planning of such audits must be flexible.

For economy and efficiency audits, the goal of the orga-
nizaticn to be examined is whether certain functions can be
performed at less cost without degrading the end result of
the vork. For example, suppose that an auditor is given the
assignment of reviewing the maintenance function <¢f an
airlipe to see if the cost can be reduced without in any way
jeopardizing safety or degrading passenger service. a
further supposition is that the airline has a huge warehouse
full of aircraft tires. Ingquiry shows that there are enough
tires on hand to last the airline for five years at the
current rate of consumption. Now the auditors work must be
rlanned. A finding that the airline is overstocking tires
and should reduce its inventory will probably be visualized.
The audit plan shculd ke similar to the follcwing
illustration: [Ref. 32]

1. Authority Feyiew delegatlons of authority to the
raintenance’ department to  _see what
authority they hnave to buy tires, and
vhether " they have exceeded their
authority.

2. Goal Deternine what the goal of the mainte-
nance unit is with regard to mainte-
nance of tires, (It robablx is to
grovzde the _tires needed o keeg

ircraft sg plied with new tires wnen-

ever needed without investing any more
:cnef than necessary in tife 1inven-
ory
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3. Condition This is what the auditor observed in
the survey. The airline appears to
haye far more tires _than it neéeds-~-ktut
this must be checked out. The auditor
needs to pake inguiries _ to find  out
how the airline acquired these tires
and why. A decision will then have to
Le made regarding whether there was a
reasonable "basis for doing so.

4. Effect The auditor will want to ompute how
. such can _be saved by reduc ng tae
stock of tires to_  a reasonable level.
This will probably include  obtaining
some criterion for  determining what a
reasonable level is, There miJht be a
Elan to see what other airlinesS use as
a basis for stockln% tires to g¢et a
criterion. _As an alternative, a Check
cculd be made to see how long it takes
tc reorder tires and base thé stocking
level criteria on what gquantit is
needed to [provide stoCk between
reasonable  reorder periods. for
instance, it might be concluded that a
three-mconths supply of  tires plus  a
reasonable safety léevel is all that is
peeded to meet the maintenance depart-
ment's goals and it might therefore be
suggestéd , that guantl,% of stock is
thé“criterion fof the idbventory level.

5. Procedures The auditor will want to find out _what
rrocedures have been extablished tc
ccntrol the uantit of tires
surghased. Such procedares_should be

esigned to achieve the goal that the

raintenance departaent baS--presumakly
the rocedures should require somé
method of determining that stocks on
hand do not exceed the minimua neces-
sary.. to _keep operating aircraft
supplied with new tires as needed.

6. Cause The auditors_ work shoulf &ook intc
what haprened _that resulte in_ the
undesirable coandition. . §5% of

the time, it will be found that sound
grocedures exist but they are_ not
ollowed. In some cases procedures
are_ improperly conceived and, if
fcllowed, will not gioduce the results
intended Lty the goals established for
the organization.

While the above cutlines the planning of such an audit,
the work would not be done in that order. Item 3 would be
perforzed first. Next, the steps needed to get information

for items 1 and 2 would be performed. This is practical -
since thkis work takes relatively 1little time and the fff
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ipformation obtained from these steps can often explain away

" the condition found and indicate that everything is all

right. Next, the auditor must find out what the frocedures
are for controlling tire inventories and determine whether
taere is significant effect. This is usually the time-
consuming part of the work but, if there is not a signifi-
cant effect, there is not much use going any further. Itea
6 (cause of the protlem) would <follow if the effect is
determined to be significant.

As 11entioned previously, auditors will frequently
discover in pursuing an envisioned finding that the ccndi-
tion is not what was initially observed. When this happens,
the audit program will generally need to be revised. To
illustrate, suppose that the auditor learned that the
company had recently acguired another airlice and bhad also
been authorized to add several more flights. Furtter
suppose that in checking the requirements that many of the
tires had Lkeen purchased (1) to cover the related expected
increase in tire use, and (2) to provide an initial inven-
tory for a new plane that was being put into service. Given
these new regquirements the tire supply may be justified. 1If
this is the case, further audit work omn this would not be
warranted.

If the auditors were very inquisitive and tegan
wondering why all new tires were used and ncne were
recapred, and they krew that recapping is common practice in
toe airline industry, they might visualize that the airline
could save considerable money by recapping tires if it could
be dore without jeorpardizing safety. This new Gpicture of
the finding requires a revision of the audit plan. The
revised plan should ke something like the following example.
[Ref. 33]

1. Authority Feview the delegations of authority tc
see what responsibility the
51
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5.

The

Goal

Condition

Effect

Prcecedures

Cause

exanple also illustrates the Jdifficulties auditors
Even with the best

audit steps
finding differ
This
encounter ir doing operational audits.
planning, false starts often cannot be totally eliminated.

maintenance departament has been giver
fcr recapping tires and whether condi-
tions mpay have been spelled out for
re€capping.

Determine what goal, if agg, the aain-
tenance anit has. feie i necessary,
cktain evidence to establish an
asserted goal._ On the basis of infor-
gation obtained from other airlines,
the asserted joal might Le to '"use
recapged tires as oftelf as the casings
pernit. "

It apggars the airline _¢ould uyse
recapp tires, but the auditors will
need  to assure _that it can be dgne
safely. _This will regquire contacting
cther ' airline companies to get infor-=
mation on their experience, the extent
the{ use recapped tires, and their
criteria for recapping.

The auditors will want to _compute how
much mone¥< can be saved by using
recapped _tires, The{ will need to
oktain information cn the price cf new
tires versus the costs associated with
:ecapgxng. . The auditors will alsc
need to obtain information--from other
airlines-~-to determine _the average
tumber _of tines a tire can e
recapped.

The auditors will want to find out
what, 1if ani, grocedures the mainte-
rance departmen has for recagpln

tires. .These procedures  shoul

provide criteria for determining _how
often and under what _conditions tires
can be safely recapped.

The auditors' work should be suffi-

cientl extensive to _determine why
this condition has resulted. In this

case it wculd appear to result from a
%@ck of procedures for recapping
ires.

and information requirements of this
significantly from the initial audit plan.

Another planning consideration is the engagement letter.
The auditor often must start his engagement with a frogcsal.
After planning and preparing the proposal letter, it beconmes
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the engagement letter when signed by the client. The Zora
and structure of this letter are critical. The intrcduction
sets the tone for tke entire letter. It should be foramal
and ferthright. Specifics included in the opening paragraph
are the date of the visit, the subject of the study and the
names of all supervisory GFersonnel encountered during the
preliminary survey. The statement of the engagements lasic
objectives is probalbly the most critical section. The
objectives should be stated simply and concisely in teras of
the clients definiticn of the problem or opportunity. The
approach should be a clear and specific statement oI the
work rlan. It should omit nonessential details. Unless the
anticipated benefits are stated cleariy and confidently the
client might infer that there are doubts in the auditors
mind. Fregquently in proposals to government agencies there
is a secticn presenting the professional gualifications of

the auditors. The conclusion should end in a positive vein
[Ref. 34]. This discussion pertains to management services
but will apply equally well to proposals and engagement
letters for operational audits. Public accountants reguire
an engagement letter for approval to coatinue the audit
beyond the rreliminary survey and testing of management and
internal control. Ip most goverzment audit agencies, since
the lav regquires that examinations be nade, the aprroval
that wmust te obtained for continuing the audit is from a

higher~level authority in the audit agency.
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VI. PHASES OF THE AUDIT FUNCTION

A. IRIRCDUCTION

To te successful an audit must be conducted within a
sound conceptual framework with flexible procedures. Such
an audit regquires analytical ability, ingenuity, and system-
atic rrocedures. Each orerational audit is unigue. There
is no common approach and the factors to be considered will
vary as nuch as the agproach. Some elements that suggest a
starting place are these: goals and objectives, Gflass,
organizaticn, operaticns, ccntrols, systems and procedures,
staffing, facilities, reports, poliicies, and communications.

Althcugh the sources of information that are available
to an ofperational auditor depend upon the auditors skill,
experience and training, scme sources are comaon. The
Eeople in the unit leing audited are the prime source. A
well-conducted interview is often the most efficient tool
available.

Internal documentation can also e a major source of

-———m - - s

information. Organization manuals, organization charts,
staff memos, policy manuals, training manuals, and adver-
tisirg krochures are some of the documents that may be
useful in addition to the financial, production, cost and
tudget ones. The auditor should start the accumulation of
documents early in tbhe assignment.

Lirect observatjcn is another productive source of
information. By consciously observing, the auditor beconmes
avare of problems that are not reflected in data.
Observation is also a source of specific examples that can
be used to illustrate general conclusions.
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According to Lindberg, each audit assignment has the

following phases: [BRef. 35]

1.

Definition and organization. The first step in an
agzggtig§§dauait‘%g-fa-t%antify the areas ani scope
o € udy.

%ge aratior.. 1The next step is for the _auditor to
ezgmé'ram iar with corporate plans, policies, and
orgarization as they relate to the_unit or area to
re'reviewed apd to acguaint himself with relevant

industry ipformation.

Initial survey.  The auditor should become orjiented
in th€ field wWithin vhich work is to be done thrcugh
discussions with _key people there. At this staje
the, auditor sanples, asgpects of the work and the
environment of the field of inguiry.

Research. After becoming familiar with the field of
11gul the auditor ystemag1ca;l¥ uncovers the
facts about the operations, assignzents of resronsi-
Eility, and plans and management of the area.’ This
stage requires teing on ggard gga;nst attempting tc
dig_out all the_facts, ince it is probably impos-
siFle to get all of them, the auditor should ccacen-
trate on “getting the key facts and those that are
readily availatle. They will suffice for the anal-
ysis.

Analysis. After gathering the key facts and enough
2081¥308a1 infcrnation o justify the  formation of
conclusions, the auditor is’in a position_to amnalyze
and, to decide whether the results of analysis
indicate true <cpportumnities for the making of
improvements.

Reporting, At this stage the auditor sums_ K up the
flﬁﬁii@E in writing and "takes care to define the
uncovefed problems “as meanlngfully as possible in
srecifics_ and ccsts, Although report pregaratlog is
customarily regarded _as the final step he auditor
will ke we advised to start it on {he first dag;
the surest way_ to drag it out is to wait until the
€nd of the,studg. It is also beneficial to discuss
findings with the manager of the auditing_ department
before submitting the Lerort to a higher level.

Justification. This is the last step in a study,

OTTen thé mMO3t critical. At this polint such chal-

lenges as have arisen to_ the accurac¥ or worth of

ghe,flndlngs are countered orall{,by he operaticns
u eti

ditor, u3ually in executive nme ng.

To reach the audit objective the auditor must include

all of the above steps which can also be characterized as:

1.
2.

The preliminary survey
The review of management control
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3. The detailed examination
4. The report development

These fcur phases are ccmparable to the five stefrs given
Ly the American Institute of Cecrtified Public Accountaants
for conducting performance evaluations:

1. Ascertaining tke pertinent facts and circumstances
2. Seekirg and identifying objectives

3. ggﬁ%ning problem areas or opportunities for imgrcve-

4. Evaluating and determining possible improvements
5. Presenting findings and recoamendations [Ref. 36]

B. TBE ERELIMINARY SURVEY

During the preliminary survey phase, the auditor guickly
obtains ltackground and general information on all aspects of
the organization being considered for examination. The
working kncwledge of the entity gained during this phkase is
not evidence--it is simply descriptive information. It
includes historical and operating information as well as
legislative information ¢n governaental organizations.
Certified Public Accountants (CPA) approach the preliminary
survey a litle differently froa governaental auditors. They
must plan for a reguest for proposal for the contract for
the engagement, as well as prepare for gathering background
inforgation. The ccnclusicn of this phase becomes the
objective for the next phase. It also becomes the basis for
determzining how to obtain evidence aand how much evidence is
needed for the phase that reviews aanayement control.
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C. THE BEEVIEW OF MANAGEMENT CCNTROL

One purrose of the second phase is to obtain evidence on

the three elements of the tentative audit objective---

criteria, cause and effect. Criteria represent the stan-
dards for the audit. Causes represent manajement cr

employee actiors that took rlace or should have taken flace
to carry out the approrriate standard. And effects rerre-
sent the results of the measurement of the causes against
the criteria. The term @management cortrol as use€d aere
includes plamning, pclicy, and procedures determirnation, as
well as the actual fractices carried out in mapaging an
organization's affairs. Management control promotes the
effective carrying out of assigned responsibility as
intended. By obtaining evidence on the tentative audit
cbjective, the auditor deteraines whether there is a kasis
for a detailed examipation. By determining the competency
f the evidence, tke auditor can also determine the reli-
akility cf the inforpation to be obtained <from the manage-
gent ccntroi systean.

An{ gocd management control system follows these stegs:
setting standards, objectives, goals,  or procedures,
determining whether thé standards, obfectlves,_goals, or
procedures have been afppropriately carried out;
agprax31ng the results of such carrying out; and thepn,
wheén nece sarg, taking corrective action. The princirple
underlying thése stepS 1s that no one person Should be
in comflete control of an iaportant part of the opera-
tions of the system. [Ref. 37%

The Lasic approach is tc¢ review the specific £flow of
procedures and fpractices applied to a specific transaction
or iten.

L. THE DETAILED EXANINATION

TIbe detailed exagination rhase of the audit function is

usually thought of as the audit. The prior two phases,
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however, determine what is to be done and how it is to be
done. Reporting the results of the audit of managemert's
performance concerning efficiency and economy will bhe
discussed in the next section.

The evidence gathered during the detailed examination
must re sufficient as well as competent, material, and rele-
vant in order for the auditor to arrive at an acceptatle
conclusicn on the audit objective and then report that
conclusiocn. Interviewing knowledgeable persons generally
rrovides sutstantial amourts of information that can be used
as evidence. The information so obtained may also be used
to supplement, explain, interpret, or contradict infcrmation
obtain Ly other means.

The emphasis in operational audits in data prccessing
environments is shifting from the evaluation and verifica-
tion of processing results (e.g. data files, records,
reports) to the evaluation and verification of the contrcls
that ensure the <ccntinuing accuracy and reliability of
processing results. This emphasis is resulting in new audit
approaches and techmniques. Many of the controls that ensure
the accuracy and completeness of data processing results are
now autczated and can no longer be reviewed and verified
through direct observation.

Changing application systems structure [presents new
froblems for auditors. [Ref. 38]

1. Infput transactions are teing entered for immediate,
on-line prccessing from remote terminal locations in
coptrast to the single-entry point batch input,
typical of earlier years.

2. Aprlications are being tied together so that a
single input transaction perforas wmultiple func-
ticns. Transactions are also being generated within
an aprlication program and automatically f£flow intc
otkers.
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3. Audit trails ip hard copy form are being eliaminated.
For example, detailed lists of input transacticns
and fperiodic master data file 1listings are beiny
rerlaced by transaction logs on magnetic tape that
can ke printed if a need arises, and by interroga-
tion cf on-line data bases.

Auditipg in this environment should include a review of:
[Ref. 39]

Manual_ prccedures_that have been developed to cormplement
controls internal to computer application prcggrams
(e<ge, inrut preparation, input control, error handling,
anéd ‘output balancing and recdncilliation).

Ap@licaticn systen contrQls internai , to computer agpli-
cation programs (e.g., data wvalidation, contrcl total
verification ba tch or ,tramnsaction balancing aad
proofing, and error identificatiorn and reporting).

Data files and repcrts produced _as a result of computer

apilicatlon processing (e.g., data processing master-
files, transaction lods, and output reports).

Auditing these areas includes a review of controls to
determine their adegquacy, tests to verify controls, and
tests to verify data (i.e., masterfiles and reports).

E. THE BEPOBT DEVELCEMENT

A1l work done in the audit function leads to this phase.
The conclusion to the audit objective, which has been devel-
oped in the detailed examination phase from evidence gath-
€ered in that phase, is converted into a form that an
interested third party can accept and understand. There is
no standard way for presenting results of an operational
audit. There are scme basic ideas, however, oL ways to
present the results.

The "report controls" standard for government econonmy
and efficiency audits and program results audits is
presented kelow. [Ref. U40]
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The report shall include:

1. A gggcription cf the scope and objectives of the
audit.

2. A statement _that the audit was made in accordance
gl}gs generally accepted government auditing stan-
a .

3. A description gf material weaknesses found in the
internal contrcl system (administrative controls).

4. A statement of gsitive assurance on those items of
cospliance test and negative assurance on those
items not tested. This “snould include significant
instances cf ncncompliance and instances of or indi-
cations of fraud, abuse, or 1illegal acts £fcund
during or inm ccnnection with the audit. However,
fraud, abuse, or illegal acts normally  should be
covered in a separate report, thus peraitting the
overall report to be released to the public.

5. Reccmmendations for actions to iaprove problem areas
noted in the audit and to improve operations. The
underlying causes of problels_ reported should  be
1n€;uded to assist 1n implementing corrective
actions.

6. Pertinent views of responsible officials of_ |t
organizaticn ;rog;am, activity, or function audit
ccncetnlng the auditors' findings, conclusions, a
recchizenddtions. | When possiklé their views shou
Le oktained in writing.

7. A descrigtion ¢f noteworthy accomplishments, partic-
ularly when management impfovements 1n ohe area mzay
be aptlicakble elSewhere.

8. A listing of any issues and gquestions needing
further study and consideration.

9. A statement as to whether any gertinent information
has Feen omitted because i is deemed privileged or
confidential. The nature of such information Should
e described, and the law or other basis under which
it is withheld should Le stated. If a separate

report was issued containing this informatiom it
shculd be indicated in the report.

All reportable results should be comparable to the audit
results, and should be stated in terms of criteria, causes,
and effects. Thus, the auditor will state the criteria in
terns of an apfpropriate standard for the activity, the
causes in terms of what were the actual happenings at the
tine the audit took flace as well as what should have been
bappening and the significance of the results on 1ot
carrying out the appropriate standard.
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Recormendations are usually brief suggestions by the
auditor as to what should be dome to bring about improve-
ments in performance. Recommendations are not reguirements
set by the auditor as to standards that should be followed
Ly the entity. The management of the organization has the
responsitility for reguiring recommendations to be follcwed;
all the auditor can dc is suggest the basis for improvement.

Before preparing a final report, the auditor uswuvally
prepares a draft report, which is submitted to the orgarniza-
tion concerned with the aundit, for their comments in crder
to be sure that the report is fair, conrlete, and objective.

Often, the auditor develops and presents a summary or
digest of the report to make it easier for the reader to
understand the entire report, especially if the report is
long.

A uyseful example of the graphic flow of the phases of
the audit function for an operational audit is showr in
tables 11, III, IV, and V [Ref. 41]
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TABLE II
-The Preliminary Survey

CNE
ttain in a relatively short period of tinme
background and general information on
organization and management activity

beiny considered for examination.

Analyze background and general
information €o obtain rélevant
evidence--not necessarily sufficient,
material or ccmpetent--oh one or more
elements--criteria, causes, or effects--of a
Fossible audit objective.

O Ity

Assert the other clement or elements in
order to have a tentative audit objective.

Assert alternative criteria and other
€elements_on related management activities
to establish fossible alternative audit
okjective.

If pcssible alternative objective is to be
considered, oltain relevant evidence, if no
evidence has fpreviously been ootq1ne5, on
cne or more elements of the possible audit
okjective in _crder to have alternative
tentative audit objective.

Summarize evidence and assertions on
tentative audit objectives.

Ccnclude from relevant evidence and
assertions:

a) that origipal or alternative
tentative audit objective can be used
as_the obZective for the review ghase, if
relevant, material, and competen
evidence can te obialned on all three
€lements ¢f the tentative objective, and
(1) what types of relevant material and
ompetent €vidence will be needed to
etermine the audit objective, and (2)
what types and how much evidence
will Ete needed to determine
compe tency of evidence. Proceed to
review, ol

by that tentative objectives cannot be used
kecause_evidence #would not be
available or that conditions do not
warrant ccntinuation. Withdraw from
€engagement.
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TABLE IXI
The Review of Management Control

ASE I
Oktain any needed additional background
information.

Cttain relevant, material, and competert
evidence--not necessarily sufficient--cn
tentative audit objectives by testing
management control"to deteramlne:

a) that there could be a reasonable
criteria.

b) that some rarticular person or %roup of
persons at _one or mgore levels oI _ =~
responslbllltg could cause an irefficient
cperation, an

c) that the efiects of the inefficient
cperation are significant.

Ottain evidence from managemeant control
system on the competency of evidence that
must come from system i additional work
is tc be docne.

Detersine that evidence_ could not be
obtaired on all three elements of the
tentative audit objective.

Suermarize evidence and conclade:

a) whether the developed tentative
audit objective can be a firm .
cbjectiveé to be used in the detailed
examipaticn phase,

b) whether evidence that must be
obtained would be competent, and

c¢) what additional evidence must be
obtained and from what source_to have
sufficient competent, material and
relevant evidelice to _come to a.
conclusion on the audit objective.
Proceed to detailed examiaation, or

d) that auditcr should withdraw from
examinaticn.
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TABLE IV
The Detai led Examination

o
[

in any additional background data
needed.

Oktain sufficient comgetent, material, and
relevant evidence to determine:

a) the acceptability @f the criteria of the
audit objective and that any
argument against the criteria can be
rebutted,

b) the specific action or lack of action at
levels involved in the management
activity that caused the effects, and

c) the significance of the effects.

Surmarize evidence in terms of criteria,
causes, and effects.

Conclude from the summarized evidence ,
that the effects_ in the management activity
vere significantly inefficieit when the
acticns of emplcgees and managemeant are
evaluated against the criteria. Proceed to
report develorument.

Conclude that sufficient evidence could not
ke oktained to determine an agprq riate
criteria on theé management activi {, N
deterrxinable causes,  or significant effects
or that other cogdlflcns warrant that the
auditor should withdraw from engagement.
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TABLE V
The Report Development

2HASE EQUR
S

€t the scene through Lackground or

gegegal inforxation” or through scope of
audit.
Ccamunicate ccaclusicn, stating the
51in1f;cance of the effects caused by not
fcllcwing a ngget_standard. Sufficlent
evidence on Criteria, causes, and effects
should be given with the audit objective for
the reader to come tc same conclu3ion as
the auditor.

State reccamendations, usually that the
criteria should be followed in the future to
oktain best results.
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VII. COBSIDERATIONS FOR AN QPERAIIONAL AUDIT OF A NARLAC

A. OVERVIEW

An operational audit of a NARDAC can provide a vital
check and balance on the organization as it attempts tc meet
cost and service goals. The basic purposes of the audit are
to ensure that measurable standards for systems develorment
and oreraticns functiocns have Leen developed; to ensure that
these standards are teing adhered to by the various defpart-
ments; to ensure that systems are desiganed to be easily
auditable and that paintenance changes do not create unin-
tended problems; and to act as a catalyst for improving
operating efficiency.

The NARLACs are incredibly complex. The govermning regu-
lations are intricate and perpetually changing. The grag-
matic civil service management tacks new procedures onto the
old and maintains the same Lasic work patternms. The civil
servants are a force for continuity in this dynamic opera-
tion. In contrast, the military managers are invariakly
copmitted to change. When making recommendations for
improvements as the result of an operational audit, the
auditor sust be aware that what can be done in and by a
NARDAC is 1limited by the 1legal and political framework in
vhich it functions. The lack of adainistrative continuity
increases the need for an effective internal control systen.

B. INTEENAL CONTROLS IN PEDERAL GOVERNMENT

In 1950, the Accounting and Auditing Act was passed
requiring, among other things, that agency heads establish
and maintain effective systems of internal control. Since
then, the General Accounting Cffice (GAO) has issued
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numerous puklications to guide agencies in establishinj and
maintaining effective internal control systems. While the
need for improved internal controls has continued, develcp-
ment of effective systems has keen slow.

In tlte past decade, numerous situations came to light
that dramatically demonstrated the need f£for controls as the
governament experienced a rash of illegal, unauthorized, and
guestionakle acts which were characterized as fraud, waste,
acd alkuse. It is generally recognized that good internal
controls would have made the commission of such wrorgful
acts more difficult. Consequently, increased attention is
being directed toward strengthening internal controls to
help in the restoraticn of confidence in government and to
improve its operations.

The Federal Hanagers' Financial Integrity Act of 16§82
requires renewed focus on the need to strengthen internal
contrels. The act requires periodic evaluation of agency
internal control systems and that the heads of executive
agencies report annuvally on their systenm status. These
evaluations are to Lke made pursuant to the "Guidelines for
the Evaluation and Improvement of and Reporting on Interpal
Control Systems 1in the Federal Government," issued by the
Cffice of Management and Budget in December, 1982. The
reports are to state whether systems meet the objectives of
internai «ccntrol and conform to standards established by
GAO.

Standards for Iptermal Controls in the  Federal
Government, issued Ly GAO, presents the internal control
standards to be followed, and covers both +the program

management as well as the traditional financial management
areas. GAO will issue interpretations and revisions to the
standards as may beccme necessary.

The following is GAO's concept of internal <controls:
(Ref. 42]
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The ¢rlan of orgarization and methods and procedures
adorted b management to ensure that _resource use is
consistent with laws, regulations and policies; that
resources _are safeguarde aga1ns€ waste loss and

misuse; and_that reliable data are obtained, mainfained,
and fairly disclosed in refports.

The GAO general irternal control standards apply tc all
aspects c¢f intermal ccntrols. Table VI is an outline of the
standards: [Ref. 43)]

“fva v

TABLE VI

. TR
P .
b LAALL .

-

GAO General Intermal Control Standards

1. Reascnable Assurance. Internal Control Systems
are Yo providé reasonable assurance that_the
okjectives of the systems will be accomplished.

2. Suppertative attitude. HManagers and employees
are to maintail an Hemonst;gte a ositgveyand
sugpo;tlve attitude toward internal controls at
all times.

3. Ccnm

€etent Perscnnel Managers and employees
Efegfa'ﬁivé'%éf§aﬁii and pgofessgonalpin egrity
and are to maiptain a_ievel of competenge that
allows_them tc¢ accomsllsh their assign duties, .
as _well as understand the importance of develcpirg
and ioplementing good internal controls.

4. Cecntrol Objectives. Internal control objectives
are to be 1deTntified or developed ]
for each agency actlvzt{ and are to be logical,
applicable, "and reasonakly complete.

5. C.ntrol Technigues. Internal control technigues
are to be eIfective and efricient in accomplishirg
their internal control objectives.

It is essential to provide assurance that the internal
contrcl cbjectives will be achieved. These critical techrni-
ques are€ the srpecific standards outlined in Table VII.
[Ref. 44)
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TABLE VII
GAO Specific Internal Control Standards

Dccupmentation. Internal coatrol systems and

all transSacticns and other significant events are
to ke clearly documented, and the documentation is
tc ke readily availatkle for examination.

Kecording of Iransactions and Events. Transacticns
and other Significant® events are to be promptly

and fproperly classified.

Execution of Iransactions and Events. Transac¢ticns

and other sigtificant events are to be authorized
and executed cnly by rersons acting within the
scope of their authority.

Key duties and responsi-
+ processing, recording,
ons should be separated among

Separation of Luties.
E1IiTies in avthoriZin
and reviewing transact
individuals.

Supervision. _Sualified and coantinuous supervisicn
1S to be frovided to ensure that internal control

okjectives are achieved.
Access to apd Accountability for Resources.

ACcess 10 rescurces and records iS5 to be Iimited to
authorized _individuals, and accountability for the
custody and use of resources is to be_assigned and
maintalned. FPeriodic cemparison shall be dade of
the resources with the recorded accountability tc_
determine whether the two agree., The frequencCy of
the comparison shall be a fiunction of the vulrner-
akility of the asset.

Auditcrs are resgcensible for following up on audit find-

ings and recommendations to ascertain that resolution has
teen achieved. Takle VIII presents the Audit Resolition
Standard. [Ref. 45]
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TABLE VIII
GAO Audit Resolution Standard

Prompt Resolution c¢f Audit Findings. Managers are
to grompr',evEIuEfe'TlnHings and recommendaticns
reported by auditecrs, (2) deterdine proper actiomns _in
response to audit findings_and recommendations, and
(31 ccnplete, within established time franmes,

all actions that correct or otherwise resolve the
matters brought to management's attention.

.

C. INTEENAL CONTBOLS IN THE DATA PROCESSING ENVIRCNMENT

Internal controls in the data processing eanvironment
pertain to the processing and recording of am organization's
transactions and to resulting management reporting. They
are the prccedures that ensure the accuracy and completeness
of manual and automated transactions, records, and regcrts,
and the avcidance, detection, and correction of errorse.
They enccmpass source document origination, authorizaticnm,
processing, data prccessing record keeping and reporting,
and the use of data processing records and reports in
controlling an organization's activities.

The "Data Processing Audit Practices Report," issued by
the Institute of Internal Auditors, presents an overview of
the elements of internal ccntrol in the typical data
processing function. These elements are applicable to a
NARDAC in addition to general controls needed by any organi-
zation. These elements are: [Ref. U46]

Computer agplicgt;cn systems, which encompass manual
rocedures to originate and transmit input transacticns
o the data proceSsing department; computer applicatijon

programs that contrdol the processing of tramsaction
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data, record maintenance, and output report preparaticn;
and procedures tbat guide  computer service_  center
personnel in the use_ _Qof specific computer applicatior
prograns and the handling of the associated 1input data
and output reports. _

Computer service center ogerations, which encompass the
facilities, equipment, personnel, and general procedyres
that gcvern comggter center operationS, as opposed to
procedures specific to individual application systeas.
Application systens develogment, which encompasses the

d

ersonnel and” general procedures goveraing _the d651gni
a

evelorment, _tésting and ippleméntation”of the man

procedures and c¢coum uier application programs that make
up _computer application sSystems. This element  also
includes the_ _modification and improvement of existing
comruter applicaticp prograams.

The three data processing elemeants are planned, orga-
nized, and managed to achieve various amanagement information
system <cbjectives. They are also interdependent. For
example, systems development may be constrained by the
availability of Erocessing capacity or specialized
resources. In contrast, processing capacity may be
increased and special features added to accommodate new
systens development requirements.

A similar interdependency exists between computer arpli-
cation systems and the computer service center. Poorly
designed application programs can degrade overall center
operations. Intervention required by center personnel tends
to be error prone and to make inefficient use of expensive
computer resources. Computer service cernter operations can
bhave a significant impact upon computer application systens.
Poorly or inadequately trained staff are freguent causes of
Frocessing problems that affect application systems and
their  users. Inadequate procedures within the computer
service center can cause or allow errors to pass undetected
in the preparation, scheduling, and handling of input traas-
actions, data files, and output reports. Such undetected
errors can defeat the intent of controls built into computer
application programs, at considerable expense in tergs of
development time and zoney.
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D. THE EFERSONNEL SYSIEM

When the Federal staffing process requires severai
months to routinely £ill a position, the process is a
disservice to mission accomplishment. The regulations exist
to prevent abuse of privileges, but the result is often less
flexitility for the responsible manager.

Before action can be taken to hire, transfer, frorote,
reassign or demote a civilian at a NARDAC (or any Federal
government job), a formally established position descrigtion
(D), classified in accordance with laws and regulatioans,
must exist for the job. A PD provides information on the
principal duties, responsibilities and supervisory relaticn-
ships of a position. This information is used primarily for
classification purposes, kut has other functions as well.
PD*'s can help to detect duplication of work or overlapped
duties; analyze training needs; and help to determine stan-
dards cf performance. Because PD's affect so many personnel
practices, they are an important source of informaticn for
the operational auditcr.

A vital part of the Federal staffing process is evalua-
tion of a pew emrlcyee during the probationary period.
Separaticn of an inadequate employee is more difficult after
the prcktaticpary pericd, and the employee could remain on
the rayroll for many years as a marginal producer. An
epployee who conmpletes a probationary period can never be
required to serve ancther such period.

E. PRODUCTIVITY CONSIDERATIONS

Before a manager can increase productivity, productivity
has to ke defined. Performance objectives are tools that
are applicable only in settings that demand accountability
and that reward performance. One major difference between a
NARDAC and a similar crganization in private industry is in
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tke degree Ly which either would benefit from an operational
audit. Much of a NAEDAC's productivity problem mav really
be a rrollesn of law.

. In "“Coping with the Epployee Turned Institution,”
Jeffrey Davidson, discusses the phenonmenon of the employee
in a Federal position who has effectively ceased to function
in the peosition to which hired or promoted. Davidson gives
details cof how to identify such an employee and what to do
about one. [Ref. 47]

There exists in . ._ _. large oryanizations at least cne
enfloyee who _has effectively ceased fpngtlonlng, in the
role or position for which . . . orlglnally ired, or
to which,. . . prcooted. This tyge of employee turned
institution is acclimated to _all the ways o %e;t;ng
through each workday contributinj an appearance of Leing
on tof of the job.

The pgrsonnel ,managgment, and @wmonitoring systems and
rocedures within .féderal government leaveé much to be
esired. The,ggss;bllltg that an eaployee can become an

institution within any of ganization stels_from a variety
Oor re€asons. One reason is that the employee possesses
specific knowledge or skill that the organization cannot
readily acquire “frcm other sources. he emplo{ee ma
have deveidped a fparticular expertise tbhat, at leas

eriodically, is ¢f vital importance to operations.
requently, an ebnrloyee turns "institution" "within an
organization 51mpl¥ because he or she is allowed to, and
no_cne (not even the supervisor is cognizant of or
willing tgc expgse the enployee's general lack of dedi-
cation’and limited effectiveness on”the job.

Usuvally when an employee turns institution the occcur-
rence 1s due, in part, to a lack of avareness on the
part of one ke manager OL Supervisor. That™ one ke
erson having knowledjge of the employee's true wcr

akits and operating pfocedures would not allow such a
practice to exist. The en ioyee turned institution
promotes mediocrity; when confronted with an idea that
might ke good for  the orgapization but would involve
real work,” the engloyee will often respond with idea-
ki llng ghrases like ""We've tried that before," or,
eveér vworks."

While the employe a ake no sigpjficant_ _contriktu-
tgons, rest agsu eg ;Eg! He Qr she wgfi be well gntormed
of orgamization pclicies and rocedures, and will dc¢
whatever frossible to stretch the policies for personal
advantage. The employee turned iastitution can Zflourish
only whén otherwiseé good managers and supervisors refuse
to_See the true pictire. The employee must be stopged
cold, tefore having a chance to:

1. lower productivity,
2. Lemoralize other employees,
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3. Unfavorably influence other employees,
4. Tarnish the organization's image to outside parties.

- This p%e:ouen of  the emglozee Euﬁned institution o
Qccurs ,regueng£¥ . throughout the ederal governmert, —
. since it is difficult t0 remove an employee from a

5 federal position.

i; F. BARLAC LEAD-ACTIVITY APPROACH

Because ADP technology changes so rapidly and ADP ~~r
resources are scarce, individual NARDACs have been assigned
the lead responsibility in specific aspects of the tech-
il nology. For example, NARDAC Norfolk has been tasked by
f NAVDAC with the responsibility of providing client support
for the acquisition and use of microcoaputers. In response
to this tasking, it has developed a Technical Reference
Library and Software Exchange Center. It has established a
microcomputer user group, and it also perforas orgoing
hardware/software evaluation prograas. This lead activity

has alsc rprepared reports on the subject of Low-ccst
Expandakle Microcomputer Systems, also known as the LENMS
Project. This lead assignment approach has distinct advan-
tages to the customer activities and the NARDACs. it
enables all NARDACs tc keep abreast of the state of the art
while avciding costly duplication of effort. Moreover, it
fosters standard insplementation of enhancements at all
NARDAC sites.

The lead assignment of each NARDAC would require special ‘
consideration in the desigh of an audit program fcr a A
particular NARDAC. .

G. CCHCIUSIONS R

Every manager must have a means for readily identifying {—1
and accurately defining emerging problems before they beccme
institutionalized. The motive for operational auditing is =

1
74 _.d




S

A T A AL R A MR R AVt AR ot e T T N T = W W T — v - a

that it is an efficient source of information about the
sophisticated problems facing a manager.

The mapager's task is far more difficult and challenging
than the normal tasks of the mathematician, the physi=
¢ist, or the engineer. In management, many more signif-
;can( factors ° must be takeh into account. The
inter-relationships of the factors_ are more <cComfplex.
The sgstems are o reater scope. The non-linear rela-
tionships that control the course of events are mcre
sigpificant. [BRef. 48]

As more authority is delegated it becomes increasingly
difrficult for top management to keep informed on how well
its Erograms and policies are beinj carried out.
Operaticnal auditing provides informatio: needed by top
managers who can not te personally informed about all areas
for which they are responsible. ¥Without a means for olkjec-
tively measuring performance, managers may spend toc much
time doing the wrong things~-things that aight make then
look gcod on the surface but vhich actually are not goccd for
the orgapization.
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VIII. PERPORMING THE AUDIT

A. PURPCSE OF THE AUDIT

The NARDACs becane Navy Industrial Fund (NIF) activities
at the beginning of fiscal year 1984. NIF activities are

required to bill custcmers, using a stabilized rate, for the
ADP services rendered. Ccmmander, Naval Data Automation
Command (CCHNAVDAC) approves the number and kind of rates to
Le estallished. Tktese rates are expected to remain in p_:

effect for an entire fiscal year. Any variance Ltetween
stabilized rate billings and actual costs become frcfits or

losses tc the NIF activity and are absorbped by the corpus.
The goal, however, is total cost recovery, generating I
neither profit nor lcss. Because all costs are passed ca to
the custcmers, efficient and economical operations are a
major concern. The customers should not be required tc fpay

for inefficiencies. Thus, an operational audit is critical
to the identification of areas in need of improvement.

The NARDACs have Lkeen studied for potential contracting
out of the services ncw perforaed by government civilian and
military personnel. Plans are being made for an internal

reorganization to allcw for governmment management and moni-
toring of the operations after the contract has been let.
When contracting for services, the goveranment has to specify

acceptable standards of operations. An audit would help to !frﬂﬂ
define the needed criteria and provide a means to evaluate PR
these criteria that will be aprlicable to the contractor. B f~;

The commanding officer of the NARDAC would be the rece- 4 ;
Fient of the audit report except when the audit has been ”*ﬁ

conducted at the direction or request of COMNAVDAC. 1In that - ﬁlﬁl
case, the report would be made to COMNAVDAC.

76

- e S it T PN P WY S SR S



F

Effective, efficient, and economical use of the comfuter
resources at a NARDAC requires ongoing coordinatioa among
management, computer users, and auditors to bring tais
powerful tcol intc¢ proper perspective and under «close
control. Vast amounts of data have been concentrated in a
few ccmputer centers. This condition has resulted in virtu-
ally total deperdence wupon the computer. To minimize the
potential vulnerability for loss associated with this depen-
dence requires a greater degree of audit involvement than
previously reguired. Data yprocessing egquipment, <software
and perscnnel are expemnsive. These costs and the pctential
for loss, destruction, or misuse of these resources must all
be considered vwhen reviewing the internal contrcls and
security required fcr the Electronic Data Process (ELP)
facility.

Unlike auditing in the traditional sense, operational
audits concentrate or the utilization of resources, also
Faying <considerable attention to information systeas and
internal organization and procedures. There 1is scme
over lap, however, of financiai audits and operational
audits. Bcth, for example, review the systems and proce-
dures of intermal «ccntrol. Operational auditing also
frovides detailed reviews of other areas such as space
utilization, purchasing practices, hiring practices, and
management decision waking. Operational auditing provides a
means to determine whether emfployees are giving their best

£forts or whether costs can be lowered.

B. PUBPCSE OF THE AULIT GUIDE

The purpose of this guide is to provide uniform instruc-
tions and guidance to personnel engaged in auditing EDP
facilities at a NARILAC. This audit guide (program) is a
result of the increased emrhasis being place on management
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of and control over the Navy's EDP facilities. The guilde is
designed to include organization, facility internal
controls, maintenance, security, resources and contingency
planning, and user billing/chargeout procedures. Audits at
a NARDAC may iavolve cnly the NARDAC or include reviews at a
nunber of customer activities. The extent of detailed work
to be accomplished will depend on the guality and extent of
the services provided to customer activities. The auditor
will determipe the order and extent of audit coverage neces-
sary for the particular NABDAC being audited. The audit
steps are intended to lead the auditor into the more impor-
tant aspects of the NARDAC management kut are not intended
to be restrictive or to serve as a substitute for initia-
tive, imagination, and judgment.
The objectives of EDP facility audits are to:

1. ag;ralse the adequacy,  efficiency and reliability
the EDP facility,  includin éralnlng programs,
security, and [frocessing ccrntrols;

2. determine the extent and adequacy of application
system procedural coantrols; and

standards, and contrcls over

ures
oca ran development.

3. Evalgatgogroce
The audit guide rrovides a standardized audit approach.
It is, bhovever, only to aid the auditor during the audit
Frocess--nct to direct every step. The auditor must still
rely on experience, dintuition, and preliminary results of
the audit in determiring the full scope of the audit. The
objective of this guide is to organize the audit apprcach,
reduce preparation time, and ensure a level of completeness
on the audit. This guide is primarily a result of adapting
audit programs issued by the Naval Audit Service. (The
Naval Audit Service designs audit programs that provide
comprehensive guidance for auditing selected functions.)
Cther guides can ke obtained in the following ways:
[Ref. 49]
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1.

2.

From assqociaticns such as: American Institute of
Certified Public Accountants, The Institute of
Internal Auditors, Bank Administration Institute,
Canadian Institute of Chartered Accountants.

Frcn major certified  rublic accounting firas and
chartered accounting firunms.

Frcm organizaticns supplying manuals and an updatin
servicegsuch as: Aueggazh,gbatapro, FAIAM. P J
Fr¢m publjcaticns such as Security, Accuracy and

ivacy in . Computer Spgteis y JaBes — Par¥it
5iéﬁ,1cezﬂall 1573{ AFIPS5 S5yStems Review Manual on
gcu§1tz, AFIEg, Montvale, NJ J. (T973); “CoEfputer
Secu ¢ . Naticnal Computing Centre, {(Manchester, U.
K'-)'"'.;‘%u delipes” for  Autdmatic Data Processing
Physical Secufafi, = 3nd Risk Assessment, §atioral
BUreau of Standards (T974Y7

Auydit gquides obtained  from the above sources can

modified to meet the specific needs of the organization.

is reccamended that two or more audit guides

obtained. At that time . « e auditin personnel can

combine the gJuestions_and aggroaches_on _the audit guides
f the organization in that area.

This would result in _an audit %ulde meeting the specific

needs of the organlzatlon. A da

npecessar

with their cwi kmowledge o

C.

tc ef
r meaning Lehind some of the itelms in the guide.

GEBEBAL INSTRUCTICNS

In perfcrming an audit, the auditor should G[proceed as

followus:

Estaktlish the fpurpose and scope of the audit.

Make necessar modifications to the audit prcgranm
tased on the %artlcn ar audit objectives.

Perform an initial, survey, interviewing NAKRLAC
maragement to obtain background information; . to
gather documents describing " the NARDAC organizaticn
heir egulgment and aggllcable DepaCtament o
Defense, Secretary of _t Navy, Chief of Naval
Operations and Commander, Naval Data Automation
Comand Ins ugtlons_detaxllng standards; and to gain
gn gnderstandlng of the NARDAC policies and stan-
ards.

Conduct a review of management controls. Interview
and gather data from NARDAC <customers and NARDAC
emfloyees.

Perform a detailed examination of operaticns,

Analyze the data, making additional examinations and
evaluations as required.
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6. Write a final report indicating the conclusicrns
drawn from the audit and supporting each conclusion
by the finding upon which it 1is_ based. Make recca-
rendations fof solving the problems found.

This audit guide is organized into three chapters. Each
chapter gives detailed steps applicable to three areas of
EDP facility operaticrs as follows: [Ref. 50]

1. Coxputer center controls
a. organizaticr and management;
b. ipput/cutptt procedures;
c. media library;
d. ogperations;
€. enviroanment and security;
f. resource and contingency planniag;
g. time accounting and killiny;
2. Applicatiop system procedural controls
a. transaction origination;
b. transaction entry;
c. data ccmmuricatioans;
d. computer prccessing;
€. data storage and retrieval;
f. output processing;
3. Local programmjpg develogpment controls
a. requirements approval;
b. Fprogramming management;
C. acceptance testing;
d. documentation and interface;
e. data base administration.
The auditor may add tc this program, or omit certain steps
from the program to attain the audit objectives. Assistaace
of computer specialists may be required in application of
this guide.

Internal controls are essential to the preventicn of

fraud or illegal practices. Those audit steps annotated by
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o the letter M ("M") are to be highlighted and performance of _
: these steps is recoamended. : Lo
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IX. AUDITING THE COMPUTER CENTER

A. ORBRGANIZATION AND MANAGEMENT

The organization cf the computer center is basic; the
structure of the organization and the quality of perscnrel
affect sanagement's akility to implement internal controls.

The rreliminary survey provides the first set cf infcr-
mation atcut the NAEBLAC, information needed to direct and
execute an audit efficiently. Through a set of intexrviews
with Defpartment Heads and Division Heads, the auditcrs
should oktain backgrcund information on the development of
the NARCAC, its organizational ties, its purpose, the tyfpes
of services it provides, the resources available to it, how
they are applied, who its customers are, and the bases for
its service charges.

As wmuch documentation as possible should be <cktained
since dccurentation cn policies, procedures, plans and
ganagement reports can indicate the efficiency of NARIAC
management.

The tackground information obtained through the inter-
views and the availability of documentation--or lack of
documentation--will allow the auditors to prepare an audit
plan that properly addresses itself to the areas that seen
to need special attention. Obtain an overview of the
historical development of the NARDAC.

The "Navy ADP Recrjanization Study Implementation Plan
Report" provides a detailed overview of the historical
perspective of NARDACs. Obtain documentation of the organi-
zation charts, pclicy statenments, job descriptions,
rersonnel listings and descriptions of services. The NARLAC
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Crganizaticn Manual is an excellent source for some of the
necessary information. Indications of the established dele-
gation of responsibilities should be obtained, as well as of R

the separation of authority, how these are defined, and the ;_‘d
controls in force to assure proper adherence. ﬁ)if

lists of assets reflecting the entire complement of Q;;;
facilities and hardware, as well as software, should be i;;i
oktained, together with supporting layout plans. P R

Supplemental documents for the various functional are€as
(¢e.g., standards manuals, ofperator manuals, user manuals,
equipment lists and layouts, facilities plans, user lists)
should also be gathered. -'ﬁ=+

Analysis of management's use of performance reporting S
systems will indicate potential problens. Documentaticn of

planning done for the NARDAC, operational as well as finan-
cial, for the short term and long term, should also be
requested.

For an overview of the administration of tae NARDAC, the
organizatior manual, procedures or directives pertaining to
internal as well as external functions should be reviewed.
Personnel management will be reflected in the availalkle
recruiting and hiring policies, functional descriptions,
personnel development plans and training prograams, and

career path and promotion plans.

1. Identify the mission and operations of the facility
to determipe the major areas of EDP responsibilities
of the activity, ibhcluding scose of operations and
ligitations on responsibility and authority. o

2. Determine if ihe faciligy orgagization g;omotes Lo
missicn, accomplishment an provides separation of no
responsibilities. Vo

3. Examipe, the latest_  rerorts_ of _internal review, S
inspections and audits, and evaluate action taken Y
to correct deficiencies. 2

4. "M® Review he EDP_facilities risk_ _assesspent. SRS
Jaefer to Enclcsure (3)  of OPNAVINST 5239.1 entitled
Automatic Data Processing Risk Assessaent" for the
definition and scope o an EDP facility risk
assessaent.)
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a. Ensure that all assets have been identified.

b. Evaluate_the reasonableness of the identified
pctential fcr loss.

c. Ensure that a positive balance of facility
¢entrols has een established which equates the
incremental cost _of including such, 6 contrcls with
the risk of loss due to their omission.

"y¥" pDetermine that the ELP facility has established a
formal system ¢f administrative <c¢oatrols which estab-
lish tasks, functions, and policies covering the
following areas:

a. reggstallation_controls_which cover feasikility
tudies and preinstaliation planning.

b. organizaticn controls which cover the division of
duties both outside and_ within the EDP divisiorms,
the functions of the data control group, tape
library, etc.

c. development controls which cover the planning of
new agpllcatlons, the estabpliishment  of standard
procedures for system design and programming,
authorizaticans and approvals testlni, controls,
over initial conversion, aro control over subse-
quent changes.

d. rocedures establisked for control over change
o central design agency (CDA) supplied progfams.

€. orerations controls which cover standard orera-
ting instructions file haadling, and protection
against accidental destruction.

f. processing controls which cover hardware coantrols,
input and’ output controls, programmed ccntrols,
and provide audit trails.

g. documentation controls which cover problem Jefi-
nition, documentation standards, systems and
program documentation, operators's manuals, etc.

h. outside data genter controls which cover the
comnitment and selection of _data center services,
organizaticnal regquirements for data center ofpera-
tions, I/0 controls and _audit trails, and security
for customer data records.

“M" Review the EDP facilit¥ securitg pians, eo
and rocedures. OPNAVINST 5239.1, NAVC
7000.36; and FIES PUB 31)

a. Ensuyre that an EDP security ofgi er has been
P

icies
MEINST

assigned. This position ®sho be organization-
ally’ separate from__the EDP_ operation35 apd  have
specific responsibilities and authority for iample-
mentation and maintenance of facility security.

E. Review estaklished security policies and pro-
cedures. Speci fic respoasibilities_ shculd be
identified for all facility personnel concerning
EDP _gegurlty and periodic security training
provided.
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c. Evaluate results of fperiodic security reviews
and determine that appropriate actions  have been
Egken to [frevent reoccurance of security viola-
ions.

d. At activities with remote terminal operations, -
v determine that rasswords and terminal  access
ccentrol resgonsibilities are centralized with EDP
security oifficer, Ensure that _procedures are
e€established which _require periodic changes of
rasswords and mandatory changes upon pefscnnel
Separations. .

€. Ensure that _at facilities responsible for fra-
cess;pg classified data DP personnel have
security clearances equivalent to the classifica-
tion of data being frocessed.

f. Ensure _ that a_formal accgss list indicating the
srecific__cocnditions under waich access “to_ the
various EDF areas will be authorized. This_ should
include lingited access_to the computer amd litrary
areas to only personnel with assigned respcnsibil-
ities in tlese areas.

d. Review accountability of control procedures
and devices _used at” the facility. Ensure_ that
kadges, card,ke{s, cypher books, safe comkipa-
b tios, ,or similar devices in use are coantrolled
and periodically changed and that these actices
s are recorded.

. 7. Ensure that user/custgmer liaison procedures_have been
estaktlished +tc¢ provide for not "only resolution of
1ngut/output problems but to support periodic regorts
an managemert reviews. (SECNAVINST 5214.2;
SECNAVINST "521C.8a)

8. "M" vVerify that EDP support provided to rrivate
parties oI c¢cnractors has _been progerlg apﬁroved.
(Navg Requlations, Article 0749; and NAVCOMPT Manual,

par 075500-1) and that appropriate bllllnq rates are

éstaklished. (NAVCOMPT Manual, par. 0355881)

B. IBPUI/0UTPUT CONIROL AND SCHEDULING

Effective quality assurance/production control easures

the tigeliness, accuracy, and overall integrity of wcrk
submitted tc and emanating frcm the computer center. This
includes scheduling <¢f work and guality control of source
data and outbound reports to ensure accuracy and comfplete-
ness of data received and distributed. - (NAVCCMPTINST
7000. 36)
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Review fagility rrocedures for acceptance and

sCheduling of input data:

de

k.

Bxaméne logs, records, and schedules of antici-
pated 1nputs.

All input data should be scheduled.

Follow up should be provided on late data
Leceipt.

Records should be maintained indicating the
date source documents are due in, date received,
persons authorized to submit, and persons actually
subaitting.

Are negative response€s required when.anticigated
data 135 not to b submitted? How is unscheduled
data received? .

Do receipt fprocedures reguire Brellmina;y veri-
fication to ensure that all illegible, inccmplete,
or otherwvise

unacceptable source documents are returned tc the
Qriginator rior  tc furtner processing of the
documeat? nused gortlons of input coding sheets
should be voided LEy the originator to preclude
unauthorized additiobs.

10. "¥" Review facility rrocedures for tramscription and
centrol of input data. Analyze the following:

de

Ce

Input job control 5rocedures should be documenteqd
for each gob and €tailed procedures establiskted
to prevent loss, nmisuse or lmgroper handling,
To "ensure_coaplete an accurate receipt and
transfer c¢f all input docuazents, one or more of
the following checks should be used for each jcb:

(1) Docusment register;

(2) Batch control tickets;

(3) Transmittal slip;

(4) Beginning and ending document numbers:
(5) Money amount totals;

(6) Hash totals.

Source data automation procedures should use key
entry system _production features to the maximum
extenit possible for data verificatioa. Rekeyiag
verification should only be used when  key entry
system precduction features do not provide suffi=
cient assurance of data accuracy.

re that key entry operatin ocedures pro-
Eiﬁit key entzy pergongei Ero% gitergng dgta on
source documents and restrict access to scurce
data automation fprograams.
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d. Ensure that the computer programmers, systen
anaiysts and computer opérators do rnct have
access tc source ocunents. Programming__jobs
wvhich regquire fast turparound time _shcild™ be
subaitted” through normal input procedures with
Friority handliag.

€. A%algze data_ entry, production stat'stiss for
effeCtive utilization of personnel and equipaent
capabilities. Ensure that source data automation
back=-up support lans are documented and £filed
koth onsite and offsite.

f. Ensure that the input preparation phase is | |
completed in agcordance  with clearly specified
groqess;ng schedules, Investigate excessive late

eliverief of input data for pfocessing.

11. "M" Review facility Erocedures for processing output
tc users. Perform al analysis of the followiig:

a. Ensure that there is adequate control of rejected
or;glnal docupents to eifsure timely distribution
to the authorized ) . .
originator for investigation, correction, and
reinput or cancellation.

k. Ensure_ that authqQrization _listings are maintained
for individuals designated to réceive output and
that these provisions are enforced.

d. Ensure that the data and condition of issuance,
of input data or other AD? source data distrib-
uted for _use at other EDP facilities is docu-

zented and that authorization is verified before
distribution.

e. Ensure that procedutres are established to

indicate location _and specific retention and
dispositicn of original source documents.

C. BEBEDIA LIBRARY CONIROLS

Data f[rrocessing management mnust ensure the ccntinued
availability of data stored on various data processing media
(primarily magnetic tapes and disks). In addition, some of
this data may be especially sensitive or confidential,
requiring srecial custody methods. (NAVCOMPINST 7000.36 and
FIPS EUB 31)

12. UM" Review access controls to the media library and
the rrocedures for issuance of media.
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13.

14.

..................

a. Ensure that there is a physical separation ¢f
the media library from the computer rooa and that
adequate space iS5 provided _£for storage of tages
dtsfi'detc' This area should be secufed when no
staffed.

k. fpsnre that access to_the media,librarg is
limi1ted to s eczf;call¥ autnorized Ee sonnel and
ls consistent with he separatio of duties
ketween input/output, computer operation, and
vedia library personnel.

c. Identify personnel designated as librarians
and ensure that their duties are separate and
distinct from other EDP functioms. Assess the
work schedule of the librarians to ensure that
staffing is sufficient to maintain contrcls over
the issiularnce of media.

et feview media library inventory procedures.

Ensure that the schedules, logs, etc., are main-

tained i1ndicating_when media is' issued and is due
for return, Evaluate_  procedures for protection
of intransit nmedia. The catalogs or index list-
lngs should show the current Bhy51cal location of
all media storage units. ompare this reccrd
with job accounting records to check for consis-
tencg. Evaluate procedures for follow up on
overdue media stcorage units.

b. Ensure that instructions indicating how and _,
under _  what circumstances tapés, or disks
(including blanst, can be _checked in_or  cut of
the library. This_ should include listing oz
authorized "personnel and securit clearances.
Ensure that "borrowed media from other locations
are documented: (1) Name of requester. (2) Date
iecetyed. (3) Due date to retirn. (4) Lending
ocation.

c. Ensure that a conplete inventory listing is .
paintained for "each storage  location that
accounts for all media storage upits from receipt
of blanks to disposal of used units, , The inven-

tory list shoul include as a wminimum: )
library lccation. (2 Reel or serial number.
53{ Job c¢r project number. (4) Descrirpticn of
ata. 5 ) Jate created,
Retention-expiration of retention period. 7
gvger. (8) ° Issued to and date. (9) Returpned
ate.

d. Ensure that erigdic ghés%gal inventories
arg Eer orLme pd tha a erences are_ reconcjiled
and | lsszng medlia located. Ensure that on hand
gedﬁa stocks are adequate for continucus opera-
ion.

e. Assess the adequacg of the ph{sica; storage .
facilities in  th main medlia library “and in
kack-up libraries.

Review media _storage maintenance procurement and
dispcsal procedures.
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Evaluate the facility's media unit test, cleaxn-
ing, reccnditioning, and degaussing procediyres.
Letermine the adequacy of procedureS estaklisied
for monitcring and accounting for media storage
usage.

Ensure that media storage cleaning, recon-
ditioning, and degaussing machineS are physically
separated from thé librafy area.

Unless nonstandard media storage units are
ustified by the,facxlxt;, ensire that onliy stan-
ard stock”™ media storage _units are rrocured

through standard supply sChedules.

Evgluate grocedures,for disgosal of used )
pedia stcrage | units. torage units which
contained classiiied or sensitivé data should be
erased before disposal.

Trace the Lackup and retention systems for the_,
zedia and ensure that _procedures and the compli-
ance thereto are adeguate to support EDP
frocessing backug.

D. OPERATION AND MAIFUNCTION/PREVENTIVE BAINTENANCE

Effective and efficient r[processing is facilitated by

formally defined procedures for operating personnel. This
includes not only production [fprocedures but also procedures

for reporting of hardware and systems software malfunctions.

15. Review computer room procedures.

de

Ensure that shift schedules grovide for

personnel rotation and that all operators__are
iven experience 1in processin various applica-
ions. Nc one orerator should always be respon-
sible for a particular application.

Ensure that the duties of computer operators,
programmers, or system analysts do nct include
inpitiation cf transactions into the system and/or
changes in the _master files, Operators _also
should not be allowed to utilize the console to
handle errcer, routines without prior approval of
persons outside the operations unit.

Erogrgmmers, analgsts, and system managers

shoul be denie uncontrolled acceSs t¢ the
computer rool uhless such,6 access is <clearl
grescrlbed and consistent with formally assigne
uties and responsibilities.

Determine that there are formal system operatirng
Erocedures for each scheduled application aid
hat conscle logs are reviewed.
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16.

17.

Evaluate malfunction and maintenance records.

a. Review malfunction and maintenance records to
detect patterns of poor performance and ctker
exceptional characteristics.

b. Review computer system performance records
and schedules to assess the i1apact of maintenance
an reliakility on the productivity of the
installaticn.

C. Review qccounting s*stem Eroduct;og run time
statistics to deter®tine ahy positive or negative
trends_ in the length of time required to prccess
specific arplications. If times are increasing
review mailtenance and ogeratlng procedures and
statistics to determine why prodiction efficiency
is declining rather than improving.

d. Interview mana%ement, vender, and service .
rersonnel conlerning their function and their
interacticns.

e. Trace the process of detecting, correcting,
acgounting, and regortlng hardware and Software
failures. (SECNAVINST 5238.,1a) Critical gpcinpts
are logging, setting priorities assigning for
resolution, exception reporting for long-lasSting
troubles, assessing the £ performance’ of thé
vendor, and comparing this instance with prior
instances.

Cktaijn a 1lirting of remote_ teraminals, evaluate the
ggstlfzcatlon fof the ipstallations and the capatili-

ies available at each  terminal relative to file
updating and transaction input.

E. ENVIRONBENTAL CONIBROLS AND PHYSICAL SECURITY

Data prrocessing facilities are a substantial asset and

must be managed to minimize the possibility of loss of caga-

kility.

This includes physical protection against natural

hazards and the control of individuals' use of facilities.
(CPNAVINST 5239.1, NAVCOMPTINST 7000.36)

18.

"Mn Obtain and analyze the floor plan of the
facility.
a. Evaluate the_ade uacgsof the locking devices

bgtween,fac1;itygare and at entrabces and exits
(including windows).

b. Evaluate_the construction and materials used in
the facility with regard to their fire-resistant

gualities, .Ensure that storage areas for
Combustible itens, such as stoéks of paper,
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‘ tapes etc., are ph¥sically separate fron the
) computer room. Comgu er rool stocks of coazlast-
‘ ible materials should be liamited to working stock
and stored near fire extinguishers.

4

n c. Review all fire alarm systems and deteraine S
. how and vhere the systens mag e activated.

- Cetermine if the fire alarm sounds locally _at the
guard stations, or at the police and_fire derart-
Bents., Ensure that heat and smoke detectors are

installed.

Review the ainage system of the building; axnd, N
if necessary, determine that_an _adequate pumping

system is 1installed or available ffom tae fire

department.

‘P d. Determine ig there is a water detection systea.
b o

e. Fnsure that the condition of the facilities'
ceiling or roof rrovides adeguate protection from
leaks. Examine the overhea area for the fres-
ence of any pipes that may result in water

damage.
19. Examine the pcwer supply, assessing the agpropriate-
ness_of back-up egquipment to the needs of the

: facility.

- a. Check records of the reliability of the local
fover 5up;1¥ and the_ impact oI failures on the
operation of the facility.  Examine the records

» c recording instrumentation measuring line

- voltage.

b. Deteramine if there is a standby power source
to suppert conmputer operations, egergency
lighting, and electrlcallg-o erated acess
controls. Easure that the_ standby power systen

is adequately maintained and periodically tested.

20. Evamine provisjons for air conditigning for the
ccmputer room, input area, and media libracfy.

a. Ensure that the air-cogditioning egui ment is
secure and is dedicate to the“prdduction areas.
Ensure that proper temperature and humidity 1is
maintained.

b. Letermine that air,cogditioning and heating
systeams are serviced on a ‘regular schedule.
Eisure that backup air conditiohing [fprcevisicns
are adegquate.

C. Assess the degree, of protection provided for
air intakes, Cooling towers, smoke removal, and
exhaust systems.

21. OQfttain a listing of remote terminals, and evaluate
tte secur;tg rrocedures for peraanent and portarle
installatiohs.

a. Inspect tie terminals to determine if they are ——
located in appropriately controlled areas.
E§amlne g: ctices from the standpoint of_the use
of keyboar locking devices, operator IDs_ and o
Easivords, overprinting of passwords, and related 3

eatures. T

k. Examine the access of teraminal users to 1
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22.

23.

24,

nMu

de

assembly-level languages and  _assess the
protection mechanism$S that are available. :

Deternine if the use of terminals associated ]
Wit classified data bases and grograms is
adequately monitored and supporte bty data
profectiod techaniques.

Evaluate the facility physical access controls.

Cbtain list of personnel who have authorized
access to various areas in_ the facility ard
assess the necessity of such access, ccmpare
this list  with the “issue control 1list of <¢ard
keys, continations, etc. that have been issuea.

Ensure that procedures for issuance of keys,
combinations, etc. are adequate.

Deternmine if badges are used for personnel
or visitors.

Ensure access controls outside of day-shift hours
reguire reporting to notlfg management of

sonnel who _acceSs the facility. Détermine if
personnel challenge strangers.

Review emergency procedures.

- %

b.

d.

€.

Cbserve that emergency telephone nembers are
posted consgpicuously.

Ensure that emergency ower off switches are
marked and placed at"all emergency exits and are
protected from accidental activation.

Review fire drill and_shut down procedures for |
adequacy and completeness. Determine if
employees know the location of the sprinkler
shut-off valve.

Ensure_ that portable fire extinguishers are
suitably located throughout the computer area and
that peIsconel are trained in their use. Oktain
documeéntation to _verify that fire detection
equipment is tested on _a regular basis. Ensure
that smoking is prohibited in the computer area
and the media library.

Ensure that exits are adeguate, well-marked and
kept free cf cobstructions.

Determine if Eagk-ugefacili ies are tested at regu%gg

intervals, an

£t Procedures for the test an

changeover are readily available to personnel.

F. RESOURCE AND CONTINGENCY PLANNING

Management Of the computer center has a continuing
responsitility to ensure that efficient and economical
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services are provided on a continuing basis. Mapagenent
must e able to predict changes in workloads and the effect S
of those changes c¢n resource requirements. A pripmary
. responsibility is to maintain suitable contingency ccantrol ®
tlans covering disaster conditions, either natural or ﬁ?iw
man~nmade. 5

25. HKReview  activity_ budgeting o
deternine the adequacy of " fumd
kudget executicn.

esponsibilities and °
administraticn for

26. Review contrgls and . procedures _for ,acquiring C
repgrtlng and monitcrin§ the utilizationm of EDE e
equirment. e

a. Appraise the frocedures for determining and ® |
evaluating idie and excess property. xapine the .
most recelit Reconciliation of Plant Account for o
accuracy of reporting. (SECNAVINST 5237.11)

b. ABBraise.the reporting and,E:ocessing of excess S
EDP, equipment ~ for reutilization “or disposal -
actions. (SECHA VINST 5237.1) rmiend

c. A g:aise management grocedures to reggrt EDP
eg ipment utilization. (SECNAVINST 38.14)
i tg maintain

d. A aise papagement procedures a
oggimum utiligation,Pinclu ing the following:

(1) Determsine who is responsible for performance
measg;ement within the data processing corga-
nizaticn.

(2) Determine what methods or technigques the _
installation uses for evaluatlng the eiffi-
ciency of computer operations (hardware and
softvare).

(3) Review the installation's program for
evaluating computer systems performance.

(4) Evaluate results obtained from perforpance

evalyation.

(5) Review available perforpance measurement AR
statistics such “as hardware or software °
monitqr output, . and system ., mapagement ~ e
facility _i1nformation. Do~ statistics”™ show S
under-utilization of any hardware? of NI

particular ccncern are the central processin
enit (CPU), tape_ drives, printers, dis
drives, and channels.

27. BReview facility contingency plans: i;;;

a. Cbtain and review risk analysis performed tg¢_,
1dent1f{ Eotent;al threats to _the fac;lxt{.
Ensure that contingency glans developed from this
riskx analysis are Conslistent with the identified
threats and equate cost of implementing the
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contingency lans to the potential for loss.
(OPNAVINSTI 5239. 1)

b. Feview contingency plans to ensure that L.
frocedures afe @estabished to guide facility
activities during natural disastefs _as well as
civil disturbancCes. Contingency plans_ should
cover both (1) loss or destfuction of data and
grogram.flles and (2) theft of information‘and

elays in coaputer rrocessinge.

c. Ensure that security_ and operations personnel are
geriggically _grgeggd on gheig responsibilities

or irplementing disaster contingency glans.
28. Review facility backup support agreements:

a. Ensure that backup support agreements provide,
for net orly processihg of C€ritical applications
tut also fof input data transcription services.

b. Ensure that sugport cites have the cagacity or
can arrange 0 accomnodate @ the added backui
support_ Ly di scontinuing their nonessentia
Frocessing.

c. Ensure that detailed oyeratin% procedures, .
instructicns, etc. are stored with kFack ur redia
at a remote site from the facility which can be
transferred to the backup facility 1if necessary
to resume EDP prccessing.

d. Ensure that the_ lacku rocessin lan _has beer
testeg and problems igegtgfied rgsglved.

G. TIBE ACCOUNTING AND BILLING PROCEDORES

Maragement has a responsibility to ensure that oferating
costs of the computer center are eguitably distributed among
reimkursakble users. Equitalkle distribution of cost requires
that an ad+:quate acccunting system provide mainteanance of
records and documentation for both financial and nonfinan-
cial data. Documentation c¢f recorded CPU time and storage
cost plus material and labor usage must afford an adegquate
basis for billing and provide a logical audit trail.

29. Review EDP acccunting fprocedures.

a. Ensure that billingtalgorithms statementsaeang
or

rerun_ cost allocdtiol procedures provi
identification of responsible customer.

E. Ensure unigue supplies and other guantifiable
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direct , c¢st, such as commercial data
transcrlgtlon se€rvices, are identified and
supported.

c. For nongovernmeat uysers grivate parties, €nsure
that thé greater of eithér the activity computed
cost or the 1local commercial rate is Lilled.
(NAVCOMPT Manual, par. 035881)

d. FEnsure that_the billings are supported by detail
killing aralysis for each customer.

evjew activit billing procedures and analyze the
cXicwing: ¥ 3P ¥

a. Determine that there are intra/inter services
sugport agreements between the computer center
and reimburfsable users.

b. Examine ccnsistency between billings and the
job accounting systen.

c. Examine prccedures to arkitrate billing
disputes” Letween users and the center.
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X. EXABINING APPLICATION SYSTEM PROCEDURAL CONTRGLS

D G e i S

A. INIRCDUCTION

Application system program procedural controls have
replaced many of the more conventional internal contrels
develcred for manual systems. To ensure that internal
controls are valid ard effective, a comprehensive apgroach
is necessary. Not only must procedural requirements for all
operatonal system aprlications be reviewed, but the applica-
tion ccntrols for locally developed and operated applica-
tions must also be validated. The scope of the facility
audit of application system controls should include a review
of the xajcr contrcl procedures of the CDA application
systens and local applications in operation at the faciiity
for whick the facility bhas control responsibility. This
includes comparison of application controls, documentaticy,
interface with facility unique applications (and their
controls), and review of CDA required processing procedures
with activity operations. Software internal control reviews
of specific applications are beyond the scope of this audit
Frograam.

B. TRANSACTION ORIGINATION

Effective transaction control requires that source data
ke captured as soon and as close to the point of origination
as possitle. Procedures must be established to contrcl and
ensur€ the accuracy and completeness of each traasaction
from originator and subsequent transcription entry iato
transaction edit routines.

1. Review selecte a ication systen and evaluate
mapual transactgon ggiginatgon érocegutes.
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a. Ensure that control docuaentation describes hcw
and under what circuastances traansactions arise,

who is resgonsible _ o
.for recording, encoding, and initiating, and how
it is processeﬁ.

bE. Sele¢t a saxnxrle of transactions from various .
applications and trace back to tne corresgording
scurce documents, verify authorizing signatures.

Ensure that actual grocessing procedires” were as
described in the control docuimentation.

¢. For centrallz designed systeas, compare process-,
10g procedures and practices to CDA system spec¢i-
fications. Ensure that transaction “origipation
Fractices are consistent with systeam requifements.

2. Review interagtive terminal application system ingut
ccntrcl procedures.

a. Ensure that control procedures for terminal,
orerations reguire review and certificaticn of
input transactions by other than the terriral
cgerators.

b. Ensure that contrqQls have been established
requiring rasswords and other processing controls.

C. TRANSACIION DATA ENTRY

Effective use of transaction data entry controls can
verify prior to application processing that data transcriked
is consistent wih specified lipits. Yarious methods can be
enployed to edit transactions such as batch and check
totals, alpha and numeric field limits, etc.

3. Review selected agplication systemns and_ determine
what types of edit checks are used. Ensure_that
grescr ed procedures are consistent with facility

perating procedures.

4. 1Trace a selecti¢n of tramsactions throggh this stage

of the agglxcatlon system to evaluate e effectiveé-
ness cf e transaction data entry controls.

L. DATA COMMUNICATICHS

The integrity of data is dependent upon processing
contrcls and systems operating procedures' ability to
compensate for mogentary or major commercial network
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failures. In addition, communication controls are reguired
to ensure that only authorized users have access to systen
application through the communications network.

5. Review operating and application sgstem comrunica-
ticns controls. Ensure that tae ocuaentation is
consistent with facility operating procedures.

6. Review communications Preventive Maintenance and
Failure Reports. Records of reported falluresa
d

emergency, and freventive maintenance actions shoul
o ke exapined_to assess_gtomptness, thoroughness, an
" general guality of maintenance support.

7. Review Recovery Logs or other files prepared_icr use
_ in fecoverx/restart rocesses. Rrevlew lost or
hl garbled data error messagje accountability.

8. If th ten uynder aydit possesses an inte ted
test acf fty (ITF), thgs should be used to va?igate
errcr routines.

k: E. CUTPUT PROCESSING

Effective utilization of output products requires

controlled, timely distribution to both originators for data

confirmaticn and to tsers for action.

9. Ensuie that procedures are adeguate to support user
requireaents.

a. Trace selected individual output products fronm
printing tc user receipt and usage.

b. Verifz facilitg g:ocedures in processing and
correCting errdoneocus output.

10. Review formal cutput frocedures.

a. Ensure that procedures provide sufficient contrcl
to prevent yhauthorized access to outputs and taat
these gtocedures are followed by facility and user
personbnel.

k. Engnge that allocation of resgonsibil&ties within
an etween the_ ccamputer cefiter an its _user/
iusgoggrs provides or eifective coantrol and

iaison.
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XI. AUDJITING LOGAL EBOGRANMING MAINTENANCE AND DEVELQEMENT

A. REQUIREMENTS APPECVAL

Facility local programsing for support or new fprograas
is contingent upon the amount of effort provided to
centrally designed and maintained programs and program
changes. local program effort is usually very limited and
as such, user requirements must be documented and reviewed
to ensure that the maximum benefits can be obtained.

1. Review procedures for gcgegting user/custorer
requirements fcr new or modified programs.

a. Determine that the user requirements have Leen
carefuiiy and thoroughly dgcumented.

E. Review estimating procedures for.p;ogramning ]
requirements. OF systems requiring cost-Lenefit
apalyses, e€nsure tha hardwafe reqiirements were
determined and considered in the analyses.

C. Review reportin roceduyres for proposed ogram-
nggg ef ogt. grg users provideg wgth gufﬁg ce on
exiSting output or other methods of “satisfying
tkeir requirelents?

2. BReview acceptance procedures.

a. Ensure that gobs accepted are formally approved
within the cdmputer center.

L. Review procedures for establishing programmin
prxoritges and subsegquent schedul n§. I J

C. Review rogranming werkload: Ensure that .
ccntraclgt g:ogra ming support has been considered

£ _back .Sltuations"are a continuing problea for
valid regidirements.

B. PROGEANNING MANAGEMENT

Project management techniques can be used for prcgraa

changes and developasent to provide a formalized means of
measuring frogress through the use of periodic status
reports. (CPNAVINST 5231.1)
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3. Verify that _a suitable management structure exists
for program development.

a. Examine status rerportin rovisions. Detersine
the ngeg and the avgifabi itg of specialized
reporting tecanigques such as ERT or reporting
* agptoaches such as Gantt_ charts. The auditor

should be aktle to easily determine the status or
all CcDA and local development projects.

b. Anal;ze repcrting frocedures_for programzing .
Erog ess. How well do original gro raaming esti-
atés _compare to project nd budgefs and actual
expenditures?

[ - c. Examine the dissemination of status regorts and
. cther project inforpation to interested parties
tcth insidé and outside the data processing group.

3
- d. It projects that are cqQmpleted or nearing_comfrle-
k tiog ¢ j 3b§c ! il

ensure that fee k mechanisms will etsure
that lesscps learned are takem into account in
future development projects.

4. Review programzing me thods for the following:

a. Reviev user and operational documentation £
ccmpliance with standards. (SECNAVINST 5
h DCDINST 4120.174)

k. Ensure that the_ccnversion plan provides .
fecr pregranm implementation without interruption of
data processing services to the users.

c. Determine if an adegquate test plan is .
developed and followed to validate e€ach npew
system. Review the adequacy of test results.

d. TLoes the facility use a structured programming
approach tc program development?

5. Determine the degree of independence exercised bI,the
rcup charged with acceptance testing of new applica-
icn systeis.

6. Evaluate the coapleteness and  coaprehensiveness of
test planning and test specifications used by the
acceptance tesSters.

7. Evaluate the thoroughness of the acceptance testing.

8. Review procedures to resolve discrepancies reported by
acceptalice testing.

9. Evaluate the degree to which users participate in the

glannlng, conduct, and evaluation of " accertance
esting.
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C. CBARGE CONTROL

Formalized procedures feor modifying operatonal applica-
tion systems must require written approvals and sugpcrting
documentaticn. Controls in this area should focus on
preventing unauthorized, erroneous, or accidental changes
from teing introduced into ¢previously tested and accepted
computer programs. (NAVCOMPINST 7000.36)

10. Ensure that rrocedures regniring formal writtesr
requests for changes have Deen edtablished.

11. Determine what mechanisns are used for review of
prorcsed changes and how effectivel these mecha-
nisns are used. For example, is there a change
ccntrol ccmmittee_ that is responsible for decidiag
priorities and allocation of reésources to changes?

12. Determine if there are restrictions on the numter
and sor type of persons who can make changes.

13. Deterajne if independent means are used to report
tbe existence of grogram changes. For exanmgle,
scme installation aye automated the systems
management facility of the computer operating
systém, to prepare  regorts on all changes toé
likraries.

14, Examine the frocesses associated with "quick fixes"
tc ensure that these fixes are contralled
adeqguately.

15. Determine if there are controls .on the  number of
tipres_ changes can be made 4ring a given time
period or od the frequency of changes to any given
Frogran.

16. Ascertain whether ag{ special programs are used tc
ccntrol access to litraries of soufce programs.

D. DCCUMENTATION ABD INTEBFACE

Dccuzentation is the process of describing on paper ihe
functions that each application system perforams, how they
are performed, how the functions are to Le used and how the
application interfaces with the total systenm. (SECNAVINST
5233.12; NAVCOMPINST 7000.3¢)

17. Ensure, that documentation describes the flcw of
data within tlke application systen.
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18. Ensyre that documentation describes how programs
isplement controls.
19. Epnsure that documentation specifies how grc rams
' are to be operated, how they are to be_backed up, o
H . and how recovery procedures are conducted. -

20. Review docupentation and ensure _that it is leing
sroperly maintained and is updated.

21. Evaluate 11 user documentation and review for
clarity and usability.

E. DATA BASE MANAGEMENT AND CONTROL

» Data base managesent and administration have a signifi-
h cant impact on the efficiency, accuracy and effectiveness of _
an EDP facility, especially in the area of cogmputer
processing. Proper documentation oI operating procedures,
applications programs and procedures, and accurate cata- A
logueing and maintenance of changes to data base files, - e
discs, tapes, data dictionary, etc. are critical in ensuring
control cver the data base and the processing accuracy ol
the facility's applications. There are several major areas
of contrcl and associated safeguards that must e reviewed
during the facility audit. These include: (1) data base
control, access and physical security; (2) data base mainte-
nance and data base library controls; (3) user and technical

staff training; (4) data base/facility operations inter-
faces; (%) systems development and testing; and (6) systens,
prograasing and procedures documentation.

These functions are appropriately the responsibility of
the Data Base Manager (DBM). All data base systems need at
least one position of authority to enforce data base policy
and procedures. Related elements of these areas will have
been review during cther sections of tae facility audit.
The administration «c¢f the data base has a major impact on ok
the overall operations of the facility, any potential cver- 7
laps are vorth reviewing to thoroughly evaluate the inter-
faces between data base and other facility activities.
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22. Data Base Control, Access and Physical Security:

a. Review the organization structure to determite
if the DEM unction is gffegtlvelg segregated
. from the _rest of the organization, e ec1all¥ the
systen develognent,‘ .uSer and operations unc-
. tions. The DBR function requires independence to
- be effective in data base coatrol.

E. KReview the facility's operation's access con-
trols to ensure that the DBA does not bhave direct
: access to_ the computer Qperations center. Ihe
- DBM should not be allowed to operate the facili-
. ty's computer equifpment.

. C. Select_a major customer for review of its inpu%
» controls. Review its written  procedures or
re input controls to ensure they maintain data base

security Lty keeplng unauthorized users out of the
- data base” and” also control authorized users
‘ access_ to and use of the data ase, Types of
contrcls cver users include_ separation of duties
for document preparation and data entry, written
authorization for data entrz, passwcrds for
systems entry, system 1logs o docunent =systen
usage, etc. These controls should also rejuire
tha the _DEM must creceive user departaent
appioval Erior to eatering tramsactions into the
systesn.

d. geview tge DBM's control over_japuts to_the data
ase. The DBM has responsaibility for all inputs,

- and  should be reviewing the ata entered for
quality, organizaticn (t0 ensure that it comglies
dith eXi1sting data base formats), integrity and
level of security required.

e. Feview the s¥stem of checks and balances over
changes tc the data base. While the DBY is
responsible for reviewing, apgroylgg and auditing
changes to__the data base, acility procedures
should call for another _authorized "signature

director of data processing, facility “systenm
evelopment committee, etc. prior to” the LBM
making charges to the data base.

f. Review the data kase file controls to_ensure

theg .restrict _access to and _provide coagplete
securit for classified material in _accordance
with OPNAVINST 5510.1F, Department of the Navy
Informaticn Security Program Regulation. A Relate
these controls_, to the secur1t¥ descriptions in
the data rase dictionary, select (if you have the
agproprlatg security clearance) a random sample
of classified data elemepts, and review access to
and contrcl over these eleaents.

J. Review the physical securitg of the data Lase,
including ocation in the facility, access
controls and logs, etc. The DBM is responsible
for the physical security of the data base, and

should have written procedures on file gcverning

security <c¢f the data base. .The DBM must_ be
consulted ky the facility securL;I_mana er before
any changes are made to " the facility that affect
actess td and security of the data base as the

CBM is responsible for the overall security of

the data rase.
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a. Feview the DBM's written procedures for recovery
and verification of the data base in the event of
partial or complete destruction, _security viola-

ion, or cther ccmpromise of the data base.

. Interview the facility security manager and DBHM
to evaluate their reSpoases to, such data base
compromise or destruction iOS$lb111tles as theft
classified material violatioans, unauthorized
changes to data base programs or the data_base
dictionary, modificationS to _data base applica-
tion's prqggams, unauthorized use of S{S €T Or
vendor utility programs to_ access the data Lase,
etc.  Classified “material violations <should be
investigated. (OPNAVINST 5510. 1F)

j. ggg%eg)the facility risk assessment (OPNAVINST

Determiae if the securx&y measures _and _cgontrols
selected and _institute b the faczl;tx are
agproprzate and adequate to ensure  control over
the data lLase. Review the specific_  ccntrols,
including_use of passwords, locatewords, photo-
graphic “IL cards for access to the data base
Storage area, restriction of access to computer
operations ersonnel only, . maintenance ¢f a
directory .o access_ privileges and related
security_ clearances and security profiles for all
personnel authorized access to0 the data Lase,
authorization_ tables_  rfor access_ to specific
pgograms, file records, control documentation,
etc.

access t data  base and determine _if appro-
rriate ccntrols exist t ensure  data ase
security and_integrity. Specific items t¢ be
reviewed include:

k. Review systenms analyst, programmer and operators'
g the %
o)

{n ggmguter conscle logs and data base access
9

(2) ©DBM control over access to the data tase
library

(3) other ghysical access controls over database
related sof tware

(4) the software controls over the access to_the
datakase via utility prograas, online
networks, etc.

(5) inputsoutput (I/0) device control and access

(6) pvrogramming and user documentation gcverning s
access to the data base T

(7) DBM ccntrol over all vendor-supplied utility . ;

programs - {

(8) contrcls over other programs relatin% to the - f
data base to ensure only authorized

rersconel can use the prograas -

(9) rocedures for systems analyst/programmer "

ghanges to data gase progra%s /Prog :

(10) control over access to the master terminal -
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for fcr entry of changes to system utility
commands and “other database-related access
changes

(11) access controls in force when gurging,
reorganizing or compressing a data pase

23. Data Base Maintenance and Data Base lLibrary Ccntrols

Ade

k.

Review the facility's_ job descriptions to ensure
that the L[EM has comfplete responsibility for data
tase maintenance and the data base library.

Feview the DBM's control over the contents of
changes tc, and distribution of . the data
d;ct19nar¥ the _procedures for reviewing and
updating ,ﬁe ata dictionary,. and the gualltg of
the definitions in the data alctlonary._ The data
dictionary should include data definitions as
well as  1nformation on the audit _and/or manage-
rpent trajils in the  system. _The data dictionary
is actually the audit trail <for the data Lase ih
that it identifies the nature and organizaticm of
data in tle data rase, the program/data relaticn-
ships for the facility's apglxcatlons, anpd is a
tool for validation, edit and control of the data
in the data base. The DBY should be restricting
access to the data dictionary by providing safé
storage_  and  tight physical® control ovef the
available copies.

Review the log of changes made to materials hLeld

in the data base litrary. The changes should be
subjected to a quality control reviéw by the LBM
as well as h{ ailother” independent authority, such
as the director of data proce551ni systen &evel-
cpment compittee, etc., “and shou 4 have received
signature authorization prior to entry into the
data Dbase. .Determire 1f a software frcgran
€xists tc perlodlcallg scan the data base ~and
1d§nt1fy if" any unauthorized <changes have been
made.

Eeview tge DBM's _data base log to determine if it
accurately records such inforflation as:
(1) data additions, deletions and changes

2) th S€r rogramne L system analyst
(2 g;?ggnatin S addftgonsg changesyand dele-
iofs

(3) the reasons, for the update, revisi%ns
georganlzatlons Or COmpressions o the data
ase

(4) the utilization of the data base by srpecific
users as well as by application,  1including
utility programs

(5) classjfied material or other data base
security violatiocns

24. User and Technical Staff Training

a-

KEeview the facility's training records or
individuyal personnel <zfiles tO ensure that  both
user and technical staff personnel have training
in:
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(1) proper use of the data base

(2) data tase_security, including instruction in
the ,handlxng 0 classified material as
required by CPNAVINST 5510.1F

Review the training schedule and lesson plans

employed Ly the fac%lxty security officer and CBM
to detersine the _freguency and  gquality of the
instruction provided "to facility ' personnel in
gg&grofase management and classified material

25. Data Base/Facility Oreration's Interfaces

a.

Review the controls over the operating .
environment of  the data base such as operations
scheduling, monitorin data_base recovery user
access, _€tc. The DBY should be.respon$151e for
controil;n the data base operating envircnment,
authorizingd any changes to  operations imgactin
data base Usagé, and coordinating with users an
apglzcaglcn programners regarding usage, storage,
gx raction and retrieval “of data 1in the data
ase.

eview the greparation of the facilty's oferating
ogs as well as usage rego:ts generated Irrom thé
logs. The DBM should e genérating data base
usage statistics, data base modification regorts,
data utility program usage data, etc. _for review
h; the director 0f data “processing and other ED?P
management personnel.

Review the facility's JCL for batch-oriented .

applicaticns _of stecial interest to_the auydit
team to establish the level of control over data
tase access provided by the JCL. The EDP auditor
should ipnsure that individual jobs can ozl

access specifically identified files or sets o

files in a data base. This control also,apglles
to_online  _systems in that specific applicaticns
and_jindividual transactions processed via these
agp;xcatlcns should access on 1 specific segments
of the data base. _Test sample transactidons to
deterpine the integrity of the jcl/online systen
data_ lase access controls by attéapting to access
unrelated files or segments of the datad Lbase.

26. Systems Develcpment and Testing

d.

Review the facilitg's written grocedures
gove;nlng sgsteng evelopment and testing of pew
applicaticnS to_determine 1f the DBM particifpates
in the system development and testin process.
The DBM &Should review and approve all modifica-
tions to software which K arfects the data Lase.
This 1s_especially critical in the_ areas of
financial appiications and classified _material
control, and relates to both inhouse and vendor-
prepare& rodificaticns.

Review the system _development and testing .

rocedures to determine  irf the IaCIllté'S
nternal review staff participates in the fprccess
cr reviews new applications  prior to  their
agp:oval for use in " the facility, The _internail
review staff should participate "in the data base
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27.

Ca

and ggplication systen development and _change

roce .to ensure that adequate_ controls_  arfe
eing built into the data base and new applica-
tions software.

Review the facility's unit and systeam testing,
standards. These standards should be formalized
into written_ procedures and compliance with

these prccedurtes shoul be documented  and
retained fcr all new system development activi-
ties. The standards "should set ¢riteria for

Eteparing .test data Dbase, accompanyin manual
edgers “with anticipated results to check thne
accuracy ¢f progxam aliquthms, and documentation
modifications to applications being _tested to
prgvtde acp audit trail for system™ development
audits.

Review the apgroaches to development of and
access to tes data base, While all test data
tases and program test  documentation should be
paintained in the data dictionary, the DBM should
ke restricting access to_the test data base_ and
documentation, and should ensure that aEplzca-
tions developanent staff controls the samplé test
data used to evaluate new applications during the
systen testing process, Tahe DBY should also be
testing all modifications to software afrfecting
the data Lase prior to acceptance and usage Ly
customers.

Review, the testing program at a detailed level.
Specific areas_td _be” tnoroughly evaluated and
steps to ke follcowed include:

(1) Review the testing procedures to ensure that
data tase backup an recovery procedures for
new apgllcatlons are tested prior to testing
the ebtire agpllcatlon to guard against loss
of the test data base.

(<) Ensure that onlg test data bases are used for
applications te5ting. The facility should
never allow live ddta bases to be " used_for
TeSTIng purposes. Various _types of test data
bases include unit test data bases used by
applicationdevelopment staff to dektu

rograss, and befichmark test data Lases uyse
0 “test  program revisions_  when  fprevious
testing_ indicdates that modifications are
requiréd.

(3) Ensure that data_base users have gqrtiqipated
in testing of all applications affecting the
data lases_relating _to their agpllcatlons.
User ., confidence in~ both the _data base _and
applications software _is critical to effec-
tive control and use oi new apgllcatlcns, and
user rparticirpation in the testing process in
invaluable il establishing user “confidence.
User feedback to_ applications develofpment
staff 1s _also valuable in developmen of
programs modi fications.

Systems, Programming and Procedures Documentation

107

|-
Lo

T et ] -
PP O ST PP

Y

P

L WL S SR P T

|



a. Review the job description of the DBM to ensure
the DBM is resgonszble for all systems, frrcgranm-
g;gg %ngeproce ures documentation relating to the
é ase.

. t. Review the written documentation standards to
ensure they estaklish specific criteria for eval-
uation of ~all documentation _affectiang the data
kase. All documentation relatlng td _the data
tase should be thoroughly reviewe and approved
by the DBM prior to program implementation.

C. Review the operating instructions and procedures
manuals for " all applications programs accessing
the data lase to ensure_ that backug and recovery
procedures are thoroughly documented.

d. Review the systems, programaing and pro-
cedures doculentation To ensufe that dataltase-
related dccumentaticn is cross-referenced in the
documentation and consistent in its approach to
data rase access, ccantrol and usags=.
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XIT. SUMNARY AND CONCLUSION

Cperational auditing is not a new concept or practice.
Operational audits bhave beer conducted for many years by
internal auditors in industry as well as government.

Various names have been given to audits which involve
more than the traditional financial audit. Some of the mcre
popular ones are comprehepsive auditing, effectiveness
auditing, systems auditing, apd operational auditimg.  This
paper has dealt only with operational auditing. As used
here, an operational audit is an examination of policies,
practices, procedures, and controls used to find out what
areas may ke improved. Operational auditing extends well
teyond fipnancial awudits, which are concerned with the
receipt, control and disbursements of funds. It includes an
evaluaticn ¢f the utilization arnd coantrol of noanfinancial
resources such as [froperty, eguipment, personael, and
supplies. Thus, there is a sulbstantial amount of literature
availatle for those whc wish to study it in greater depth.

A NARLCAC is a high technology and fast changing orgari-
zation. It covers the development, maintenance and orera-
tion of all informaticn services technologies including the
acceptance testing of software developed externally. It
needs inglace, ongoing evaluation. The commanding officer
of a NARLAC can gain valuable assistance from a constructive
operational audit. In general, managers of NARDACs can not
conduct such in-depth reviews of their own operations though
an internal operational audit group is possikle. Several
issues are important in the evaluation of performance at a
NARDAC: Who sets the standards? Who plays what role in
planning fcr the future? and Who aakes basic pclicy
affecting tcth the NARDACs aand the customers of NARLACS?
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Because the NARDACs have Navy wide responsibility for ncn-
tactical ALP, some cf the issues must be resolved by senior
Navy management--they can not ke delegated to lower levels.

The NARLAC is an organization whose scope of technolo-
gies to ke coordinated has expanded tremendously as
computers, teleconnunications and office automation have
merjed together, and whose product offerings are extendiny
into new customer areas. The complexity of impleaenting
Frojects, the magnitude of work to be done, and the lirmited
human resources have forced the NARDAC away from Leing
primarily a production oriented organization to one where a
significant percentage of its work is concerned with coordi-
nating the acquisition of outside services for use by its
customers.

Measuring performance at a NARDAC by operational
auditing rrrovides a consistent aethodology and basically
uniform techniqgue that can be used to adeguately assess
ferformance in the seven NARDACs. The auditor, however,
must tailor the audit engagement by selecting those stegs
that are aprropriate to the particular NARDAC, the interests
of tbhe audit client, and the relationship between data
availability and audit resources. This selection is the key
to the success of the audit effort. An overriding comnsider-
ation in making the selection is the evidence standard,
promulgated by the U. S. General Accounting Office, which
states: [BRef, 51]

Sufficient, competent, and relevant evidence is to be
obtained to afford a_reasonatle basis for the auditors'
judgenents and  corclusions regarding the organization,
program, activity or function™ undef audit. ~ A written
record of the auditors' work shall be retained 1in the
fore of wcrking pafgers.

It is the rare case where the operational auditor can

isolate the ideal single measure or standard to evaluate
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performance. Yet, <crerational auditing can provide needed
data for improvenment.

The focus on productivity improvement as thé measure oz
a NAERLAC's value regquires an instrument for measuring
productivity. Usually, productivity relates to people-kased
activities, and an operational audit is an ideal tocl for
seeing that management has at hand the necessary infcraation
for decisionmaking. Operational auditing involves rot orly
ascertairing how objectives are being met, but also evalu-
ating tone way the okjectives were set in the £first place.
Although performance criteria may be applied objectively, it
must ke recognized that subjectivity enters into the selec-
tion of these criteria.

A NARDAC is required to recover all of its costs. The
rolicies, as a Nif activity, are geared toward cost lijuida-
tion. The establishment of aprropriate prices is a complex
issue. An appropriate resolution is critical to estab-
lishing and maintairing a realistic relationship between
NARDACs and their customers. NARDACs must ccntinually
search for ways to deliver new products in more efficient
wWays.

The rrevious chagpters fresented a series of frameworks
for exaaining the NARLACs and their function of infcrmation
services management. In sum the paper specifies the details
as to how an information services operational audit should
te conducted. The NAEDAC was treated as a stand-alone kbusi-
ness within the Navy. This permitted the development c¢f the
concepts c¢f control for information services. Issues of
internal accounting control within the NARDAC was not
covered as they do not have a direct impact on the interface
ketween the NARDAC and its customers.

The following overview of operational auditing is a
trief suamary of the various phases and steps involved in
conducting an operational audit: [Ref. 52)]

o

'@




. .—rﬁ.r-—F
. .

At the beginning the auditor has no idea where to go or what
to do. The first step involves Jetermining the total
(universe).
Qttains geperal knowledge of total respomsitili-
ties. Leads to total areas that cap be audited.

The auditor finds there are many areas from which to choose.
An area is selected.

The auditor selects an area from the universe of areas; then
does a preliminary scrvey.
Background apd gemeral information from area leads
auditor to tentative audit objective L
evidepce apnd assertjons. Possible alternative
teptative gkjectives considered.

The objective of a specific activity is determined--very
tentative. Also tentative alternatives are determired. A
review and test of management ccntrol is made.
Iests of mapagement control give auditor evidence
to support fira objective.

A possible tentative report could be prepared at this tinme.
Also a program for the detailed examination 1is prepared if
audit is to continue.

The auditor selects firm audit objectives; gathers suffi-
cient, relevant, material, and competent evidence cn audit
objective to come tc a conclusion on that objective. The
detailed examination is done.
Oktajps syfficient, pelevant, material, apd compe-
tent ¢vidence to support the conclusien op the
audit objective, including any evidence obtajined
ip prior phases.
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A summary of evidence in working papers is made, sufficient
to support conclusions on the objectives.
Summarizes all evidence in working papers gp the
objective ip order have a workable amount for the
xeport, and to support the auditors'! comglusions.
From suagzarized evidence, the auditor prepares the regort,
including cenclusions and recommendations. The report is
the final product of the audit.
Uses summarized evidence to support conclusignm and
pecommendations.
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ARPENDIX A

DEFINITIONS OF SPECIAL TERMS

AC%E%ILI%; TESTING:, a process in which persons not respon-
S1 Ict ngﬁraﬁ isrlementation are charged with checking
the aprlication systel before it becomes operational. This
agproach is intended to foster objectivity in evaluaticn of
the perfcrmance of the program _and to test, in parallel,
both the aprlication system itself and its documentation.

ACCESS HEJHCD: a prccedure by which a program obtains data
Iron a mass storage file. The common access method for tape
files is sequentidn. There are several access nethods for
disk files that vary from seguential to truly random access.

AUDITABIIITY: features and characteristics _of an inforoa-
Tion~ Systetd, either compu ter~based or manual, that allow
verification of the adequacy and effectivepess of ccntrcls
and verification of the accuracy and coapleteness of data

Frocessing results.

UDIT SQFIWARE:S a set of rograms_unich assist auditors in
FELICrming tests on computer data files. The end product is
usually a tegort analyzing the data _in a format desijned by
the auditcr to accomplish”the desired audit objective.

AUDIT TBAIL: . files, indexes reports and references that
A9ss 3fectific transactions to bé traced back to their
source cr forward to their final recording_in the acccunts.
It also is referred t¢ as a management _trail since it allows
management to determine propriety of processing aand to
follcCw uf cn errors.

BAICH CCETHOLS: a control procedure used to assure the
CONVErsich OL_ processing of groups _of data completely and
accurately. For exanple, whehd a _card file is processed, the
last card may have tctals (scmetimes referred to as hash or
contrcl totails) of account nuabers aand amounts. As the
computer Erocesses this file, it adds up the account numbers
and amcunts and compares their sums to tke numbers on the
last card. If the; do not _agree, _an error message is
printed and _processing sustende until the error is found
and corrected.

BATCH gBOQ%SSIgg SYSTEN: a system for collecting and
0Céssilig a7 1n JITUpS (batches). Many applications in
usiness are of this type.

g%g: Centeral Processing Unit., This_is the princiral gpart
a computer systen. It 1is the CP0 which® conptdins the
ogeratlng systen” (the "brain" of the computer)  and perfornms
the procéssing,. The CPU c¢ontains the _circuitry for the
arithmetic and logic <zfunctions 1included in the” comfuter
design, A variable amount of "main _memory" is also associ-
ated “with the CPU. Only data and progfams contained 1in
“main memory" camn be grocessed by the 1ldégic and arithmetic
functions of the coamfputer.

ONPU APPLICATION SYSTEN: a computer-based information
§7§£§%3%h3£ 20CIlu EE,E%fﬁggangal and gomguterized crocedures
for ource transagticn orlglnatxon, ata processing and
record keeping, and report pfeparation.
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hat  allows a data 1tem to be available to diZrferent
users within an organization. Rather than having separate
files for Sach application, all, 6 files for all applicatioss
are merged into one "total" file or data base. It is
frequently associated with data base management systeals
wvhiCh rely on such a file structure.

ATA THRABSHEI O (DAIA COYM ON): the seading of data
0t an%!i%zﬁin ‘U%oﬁgt!f%g%{ax). Fypicaily,> infor ac
tion 1s sent over telephone wires froa outlying terszinals to
the central processor. Typical controls which assure the
conpleteness and accuracy of such transmission are character
counts .message countS and dual trapsmissioas. , Data
securiﬁy is an important internal control _consideration in
s;stels which use data transmission since data and fregranms
afre more susceptible to accuss by unauthorized persons.

: a collection of data which is orjanized in such
nay o g ganiacd,

g;ig BACK: a device for storing computer created data
1les. Kithougn their capacjties™ vary signirficantly, a
typical disk palk can store amjllions of” characters. Some
disk packs are portakle, This allows aore than one disk
pack to lte rlaced on a disk drive, the device the computer
uses to_read and write from a disk pack. , Because 0of the
portghllltg of some disk facks£ good . internal <control
Iequires that they be progerly saleguarded.

IS BUTED PR gxs | {H] a decentralized approach to infor-
gif%%%‘ﬁ%%tgggg .§;‘l distributed systenm ?g an aggregation
of information Systezs (intelligent| _terminals “or "mini-
com uters{_ arranged as relatively independent subsysteams
that are tied together through a central coaputer via Commu-
nicaticn networks.

COCUNEBTIATION: a meaps for understandin the purpose of a
Prograt—an ‘Eommunicatgng the frogran getgils topa gea €r.

OCUBEN CH STANDABEDS: a established acceptable level of
gocuﬁgﬁ%%¥%3ﬁ.'f'x g_ogran and systenm documgntation should
ke measured against this standard,” and procedures should be
established_ for bringing inadequate documentation tc an
acceptable level.

58;%: a controi technisue which detern%nei if data is inac-
J¥ate, 1incomplete,  dnreasonabie or fails to_  ameet estab-
lished criteria. This grocedure can be be done mpanuall
tefore processing or ty the computer at the beginning or a
subsequent stages in egular processing. This maI be the
sole “purpose "of certain grograms_(cdamoal called edit
grograns) within an applicatioi. Common edits are:  edits
or reascnaktleness or " limit tests, such as determining if
hours reported for a weekly wage earner are in excess of 60
hours; issin data tests such as no emrloyee _or part
nuater; and illegal characie: tgsts, such as an  alpba char-
acter (letter) in a numeric field.

§2gggt§3§!£§1§gn tgggg DUR §: the method_b§ which errors
£f7 t

Put’, m and processing, and output
contr¢cls o he computer system are corrected and resub-
aitted fcr rrocessing. UnleSs the corrections or errors are
subjected to the samé controls_as new input data, an other-
vise strcng system of internal accounting control _could be
ineffectivé. In general computer opefators and ccntrol
clerks should never’ccrrect errors coumitted by a user.

IMLE: a complete set of related logical records.
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Cgl!ggl. system of €rotectlon and back-up grcvxclcns
unx h™ assure that da files will not be harmed_  or

manip ulat Lntentzona%l{ or accidentally. Examples of file
e contro S are he son- her-grandfataner system "of rack-up,
- retention dates on header labels, fireproof storage vaults,
Il . cff~-premise storage temperature and  humidity “controls,
restricted access ané file protection ringys.

o LO g_% diagram which shows tne logic of a progran
Lo a 1n whlch a record is processed or shcws “the
; sequence 1n whlc rams are processed and files are used
or created. _Flowc ar s of the_ first type are called prcgram
flowcharts, logic diagrams or logic charts; the latter type
are called system flowcharts.

-FATHER- a systen for  backing u magnetic
§§§§§£5§§§c %ere' Tevious ymaster files an gransgction
files are kegt to Treconstruct the current master file if
necessar ¥- he current master file (the son is a prcduct

groce551ng the laet transaction file with the next to
las master Lle (the father) which itself is the product of
the next to transaction file and the second oldest
master file (the grandfather).

%g%%% L g gﬁ%OL. (administrative control and accountin
I a m Strative control includes, but is not limite

lan of organization and the procedures and records
;E that are ccncerned with the decision processes leading to

management's authorization of transactions. Such_authoriza-
tion"is a_ _management function dlrectl{ associated with the
respons;h111t¥ or achieving the objectives of the organiza-
tion and is he starting pcint for~ establishing accéunting
control cf transactions.

iﬁgg; %%!gchs contrcls designed to insure that _data 201n

stem 1= authcrize accurate, and comglete.
This 1s where most elrors are enerally made, and ther ore,
the controls should te designed to be effective as possible.

Q EF storage devices usually on tapes or
5225 §z‘ge§th‘lézrn1t the sgorage of'very larg volules of

%gg gi%é an organized data file which provides the
1s of <curfent information for accouRts or other
ges of fxles, such as name and address files. Master
I other data files (called
transactxon frlesﬁ which 1inc ude all changes to _the file
since tlie last updating rum. The combinatidn of old master
files and ttansact1on files provide the back-up for the
current paster file.

§G 10G. written records of all functrons erforned
ng%%%‘zamiﬁtgr system, including _tae job % groces the

rt time, the stop time, the cdonditiol o he termlnatlon
of the gob (normal or abnorual{ and o erator actions taken.
Operatifg lags ke comrleted ogerator, by the
computer through the console typewrrter or the.

gggga%sgg ;*%*gg grong of programs that control all
ed to t PU, Banage application prograas
in process and provide other supportlng functions.

P the erscn with the respoasibilit of runnia
8555‘185 the computer, who enerafg processes the Jcbg
accord;ng a _fprearranged sc edule and nandles all of the
equipmen 1nc1ud;ng guttlng cag grogram decks into the card
reader and pounting tapes dnd disks On drives.

es are¢ urdated periodicall

116




oP OB JNSTRUCTIONS: written procedures that ofperators 1
fﬁf%%%‘fglfun a- BT§ These instr§Ctions cover mounting and ;
dismountirg _tapés, _,changing pager, setting dials” and - P
switches, and responding through_ the console typewriter. 1Irn ]
general, these instructions ifnclude all i1teas necessary for ]

4

Setting up, processing and completing a job.
R TV NTENANCE: the process_ . of keepina conguter -
gﬁﬁ%i%é%tg g%;KgE€§t3fie _workih condition s g{gcse to S

correcting after malfunctions ocCur. Oweners or ssors of By
computer equipment generally enter into _equipment se€rvicing I
contracts with the manufacturer, In adaidion to grovxdzn T
for service wvhen equipment breaks down, these contracts cal L
for cleanlng and "testing eguipment on a periodic oasis, o
usually weekly.

ROGEA oDIAG SHEETS: ° _worksheets used for writin
%fEEfE%s.g‘ET%Ese Ig%fE‘are designed for ease in keypunching

and” for adherence to conventions established for prograaming

language. Lo
ki PROGRAM IISTING|j: a sequential listing of all the state- .«
ments of a computer Eigram. In general, rogram lxstlpgs »

shou%dvnct be avazlg 2 _to computer operato since tals #

woul 1iclate the pripciple of segregation of duties.

ROGRA VISIONS: changes_to a coaputer rogram. Good ;
%ﬁféfﬁglggﬁn 9l calls forg adhering.tg estabiis ed documen- -]
tation standards whebpever a grogram is changed. _A record of o
the review and approval of thesé revisions Should be kegt. —

gROG sg%lc PROCEDURES ¢ the established method for
esf%%% :%% F 3§riig°%f‘aﬁ§n%es to existini prograas, Test
data, “scmetimesS called test decks,  should be” designed to
tnoroughly test _all _logic paths within the progratg. valid
as well as invalid data should_ be used to_test the prograam.
Qnce tle test data is created, it should be retainéd to
document this testing of the program and to be available for
testing program revié&ions.

ggég T: the cagability,to continge pfocessing a file after

granm stog at an interis point fcr some reason. _Many
programsS can take a relatively long time o process a file,
Erxnarzl Lecause of the volume of data on the file itself.
n occaslon rocessing wi € nalted abnormally. . If it
were necessary to begln a fto rags at the beginning each
time, hours o rocessing could be lost. Restaft capaktili-

sigs therefore ¢an be important from an efficiency point of I
H. -"»"~,'

E B DATE: a date placed upon the label of a tape or fff_g
§%§x!§§gzh--%§11s the comguter, P perator or lgbraria how L

0
If tge retention date has not

long the file is to te keft. LT
i d not be updated or discarded .'

assed, the £file shou
%scratched).

%gg:utera description of the processing of a jok by the
thg printed output related to the processing of a job. ,
ggg ggg : a potentially ambiguous tera. In some installa- '_f
1 ng éy reger to opggatorg' manuals which are used to ®
Frocess jobs. In other installations they refer tc martuals -
which ccCrtain all dccumentation for a application. The -
difference is important, since_if operators have access to Y

run tooks_ and tdey ccntain all information on  an apglxca- Tl
tion, gocd principles of internal controls are violated. L
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§ggggg§: a descrigtion of a tape or disk which is ready to

accept nevw data; the process of making a take or disk ready

to accept new data.

SEQUEBCE CHECKING: an editing _procedure that compares, the
TTCI™ NUTber 1in a sequential” file with the revicus

contrcl numter. It it 1§ not greater than or equal to the
prev%oug number, the frograd notés that a sequencé error has
cccurred.

§B§%I§E, CENTER: an orianization which rovides data
ELO E.§1n§ and other closely related services to other orga-
nizations.

SOFTWARE: a comfuter frograms.
SQURCE DCCUMENTS: ttle beginning point for data erntering the
computer system. . These documents originate in user depart-
ments and may be in the form of time cards, . gurchase regui-
sitions, etc. After the data are entered into the compiter
sys%em, these documents should be stored or returned to the
custopmer.

STRUCTUBED PROGRAMMI]NG: the group of technigjues that
Frovide SpecliIiCT_guidélines to prfogrdaamers on how  they ma

use fprogramming languages and how élements of programs fi

togethel to_ _form an apgllcqtlon systea. These téchniques
wefe initially develoie with the intent of providicg more
contrcllarle and usable proqrams, . They also offer, as a
fringe benerit, imprcved auditability Of progracs grcduced
undef these technigques. The techniques falling ander this
heading are as followus:

Chief Ercqgrammer Team Organization. This technigque is
53%%3 %ﬁ‘ ne“§§£a5§1§h €t 0T " a Small, integrated tean
headed by a chief programmer and supgorted by two or
three analysts and rrogfammers and a librarian. Use of
this approach has froved efiective in many instances.

Tog-doun Desigg. This technigue ,consists of designin
g: Jral 133IT By specifying the highest level function

irs§t and’ then ﬁtoceedlng downward to_ greater and
greater detail.. se of this approach tends " to orgamize
programs more simply and eifectively.

n%dgla izatjion. This technigue focuses _on careful

SeJhentaty of [fprograms _1ntd comaor and, generally
gseful modules to enSure simplicity and ainimdm redun=
ancy.

Structured Coding. This approach _uses a collectiorn of
EGE?EB%%BBS‘IB%ggyntax angd E ogram format to ensure that
the prograass are hcre easily understood are less likely
to contdin errors.

SRAScEREREAR; DeBri"RlefeTiEVD5, 54500 SRRELTASREANE
has been €ffective in minimizing built-in errors.

Tgf-dgnn Test&gg. Skeletog control @aodules are tested
I1TST ANd"thE progresses down the module structure to
£inally test the entire systen.

(ghe auditor should focus on 4 termtning the presence or
absence o the above or_ related techniglles and the efifec-
tiveness of their use. Evidence orf the iUse of these techani-
ues can ke considered a positive sign even tlkough_ the
uditox lag be unable to fully appreciaté and understand the
mechanics 0f the technigues.)
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§¥§T : rocess of studyingj systems to deteraine
1 §§n%2§*1§§§u1a ge made and if yso,J gou they should be
carried cut.

s;ggggsggggzopgggg: designing, testing and implementing Lew

2%%% gg%ﬁ;lcz a method of data processing wvhich fproviides
n € data processing capability on a [Lasis that would
not Le fractical or economically feasible if maintaineil
1nd1v1duq115 by each  user. Genherally _a wide ranje of
conputerize agplzcatlons are offered “simultaneously for
many users. These users in effect “share" the CPU.

ToANSACTION EILE: . regond ugga%ﬁgcgggges to a master file

%%%%%%x §ggg%%gs: programs provided by manufacturers_ to
.ab Stallation” iDp the crunctiohiny of 1its data
EFOCE€SSing. Examples of such prograas ar¢ sorts, _merges,
and CITTC (a program which, aaony other things, allcws for
dumping cr copying a file).
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